M 





WWW.NetworkSet.net ^^>cy> c^s^is j^'Ltja^^jxabw 



OOlllftOOlOlOKiOQJ. 1L0 1 Q1J-1 10 0 0 1 J»0 101010 
0 0 010^10001 1101(?111 10 ool 101010100 
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* VMware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler) : Capturing - Wireshark 



File Edit View Go Capture Analyze Statistics Help 

<» « ^ & i \m\m\ ®> q ®. h a h w 



Filter: 



Expression... Clear Apply 



Time 

53 283. 

54 287. 



404390 
404329 



56 821. 

57 823. 

58 823. 

59 823. 

60 823. 

61 823. 

62 823. 



1264 63 
197211 
198927 
199870 
200917 
204442 
204 5 51 

71 ri7?7 



Source 

vmware_al:92 :dO 
vmware_al: 92:d0 

10.0.0. 55 
10.0.0.30 
vmware_c0:00:08 
Vmware_al:92 :d0 
10.0.0. 55 
10.0.0.30 
10.0.0. 55 
i n n n 



Destination 

Broadcast 
Broadcast 
itiwimmH 

10.0.0.255 

10.0.0.255 

Broadcast 

vmware_c0:00:08 

10.0.0.30 

10.0.0. 55 

10.0.0.30 

i n n n 



Protocol Info 

arp who has 10.0.0.17 
ARP Who has 10.0.0.17 



BROWSER Host Announcement 



browser Local Master Anne 

nbns Name query nb tes 

ARP Who has 10.0.0.3C 

arp 10.0.0.30 is at C 

nbns Name query respor 

icmp Echo (ping) reque 

icmp Echo (ping) reply 

til 



+ Frame 55 (243 bytes on wire, 243 bytes captured) 

ffl Ethernet II, sre: vmware_al:92 :d0 (00:0c:29:al:92 :d0), Dst : Broadcast (ff :ff :ff :ff :ff :f 
ffl internet Protocol, sre: 10.0.0.30 (10.0.0.30), Dst : 10.0.0.255 (10.0.0.255) 
+ User Datagram Protocol, Sre Port: netbios-dgm (138), Dst Port: netbios-dgm (138) 
+: NetBIOS Datagram Service 
+ SMR C^.pr\fpr Mp-^anp Ftlnrk Prnt 



Wireshark: R TP Player 



0000 ff ff ff ff ff ff 00 OC 2' 

0010 00 e5 00 fe 00 00 80 11 2\ 

0020 00 ff 00 8a 00 8a 00 dl ai 

0030 00 le 00 8a 00 bb 00 00 2' 

0040 4f 43 41 43 41 43 41 43 4: 

0050 41 43 41 43 41 43 41 43 4: 

0060 43 45 4c 45 48 46 43 45 5i 

VMware Accelerated AMD PCNet Adapter (Microsoft's 



« I'll! 



U J Ll U 1 u J I L 1 U U u 

1110101111000j| 

liiioioiinood 

i"iir\"i(""\i"ii"innnH 



■Htf- 



iL 



r Frtml92.168.2,21:30tWto 192.168,2.I2:8(H6 Outatfom>3.68 Drn> by XW 6*0(0.0%) CutofSeq: 1(0.1%) 



J 



2i 



r Frcm 192.16«.2.12:SO«to 192.168.2.21:8004 0u<*on:>3.70 Dr«jby>ttetMf:0(0.0%) CWtfSefl: 1(0.1%) 
J«eitifletM[s° j| Oegxfe | Kay | Psnt» | ao? | flose 



r 



fc»J • 



78% 
19% 

3% 
0% 



I I 

□ 
it** • 



11U1U1U1111UUU111UUUUUUUX 

2\<>A \ ^Jbua aj^l\ • 




networkset.net 






Sj&j Routing Table 

uflLa SUa. 

Call J* u^u 

jLuu-u cjUjiH ^ Park 




4 i * ^J^^jli^^ft 



■ 




www.amnetwork.blogspot.com 

www.ciscovb.com 



jb_L»Sft 2U__J J} £^3?- j-Jb fJ-^J CilA^jJUidt S_Usb_« j_a La-Lie IjU 

jjjSlJI £ ,^<_£___» Bj^ui 2d^L— _*1 _u£l -L>-' ? Ujjx. e^^ti 

__><-' Jjjj ^-taJtJ^ <JL>-I_ Q^i'^il ^jSJ ULcvi M"*J "** —-3 ^LxjjjJI ^Jbl^il^ CibjGJut 

,J! btb Ijj ij-asty ( _ 7 Sj (qJju^ >-aj AjLi cUuiu ^JuOJ 2L0jj1aj SjL^uJI J^artlJ A^jjla 

^y^lLji tub tUsG <__U_t] dlu-a^j Jbtit '- 3 - 6 l5 SU-uaallj S_ ^ii OL^^j-UiiJl^ _jL*-.^j__)I 

La _u_i_ >_J__Jl I Jl^J A-uu-'Jb J^rtDl «Lb__ i 0_9^i L^'i ob-l*^ ' j-^bv grJ-^^S ^j^SlJI <uJ j_ 
f*]_ Lj-tc f^j^ A^^dall sb-aSfl dJb_s lAtu Js^-i 2lIju__I ( _y!i£. £^U_S(b 

i d l_b_- Jj*vb j»L»l Qg£-i b^jl l^Jtt 

d-uj-Jl --fl^ % ^3 1-1-1=3 ft UsC- J' ■» \ a \ ^ Iflyj^ %_l_rVl i^rt^ 1 t ^ . »j.„ J^Vt 
AjLulSLalj fiGljJLS ^ '-Vr? ^3^3 Jlr_l £b t?t "*j Js^^ j* t "- t *'j Ja^u ^bJl 

tCboi j_u ^^2uJ ^jjjli jjx. duLUj i-ilAj^i L*— il art) ? 2lLjl— -_i Jjlau Qb ^fl" **" J3(j-_ ^^Ul 3 
c5i bp a ailmVl ^ jjjSUI A^-i t jU J -ill Jjt d_ic Ci_J__i l£ aJl Jt$__t _ _J bJt 

-jMiaJl j_4 juSCIl -Lvi 4.flja^3 ^bSUl ,0 -jUSJI ^ ^jbSJl ^ JH Ujb jlS 

,_,JlC. JJJjlLuJ (j^jj-^Ib b_aMb) Jj^j t jj f L ^ml\ (j^uu ^^J*'-^ <Lj j-iiSLj^l Lij'Uaj Q\ 3_U_jLa (.^i^J 

>>>T djjji ^5* 0^ -bLijbjlQO% di) (ji-^j L^aJl o\5at 3& — iLISJl o' wibSJl 

j^kua j'"?- -bui^ d ^)5l1 |44^ 3^ Cib^^jjuJl^ CilAjji LiiiJl 5jUlLujjM ^ ^l^> 9-d b>l 

dj^JI ^ fiLujjJj U w n i'p-sJI (*J4iiJl3 Jjjqlll ^Wifll Js^-u* ^^1^40% Jt dJuic (^J^ ^uj^SJl 
4JLa ^jjJi^- 1 CAuij^ ^Lijljj dJJ Jjjf-i j Js^iu C C N /\ Jl (Ji^ ^j^SJ ^iij iiillti (jV ( It< 

.jyS,) J5uiLl ' 

l^luj <Ui£ ^JJI tj^Lua I'ij/iI <ti!l tUJS J3L1 kbclXbi Q\ f'^ 1 ^ 

(Jjju tUiiiaii tUjjjiJI IH4I ^ (*^^3 'Aj^ ^J'j- ^ 0^3 C>-*-^ ujl 3 "'j-^' b-^ 1 l^J 

^Jl dJGjJ^j jytjj J3^uj3 J -j'-M -jUISJ I I juJs 2LjlkAj ^5 Ifllq^-^J J3 CuS v^tA-'l ClbeUAuail \ J^J 

Ja>uj 0JJI3 'j^j I^La (d4flj CiIju j^l dijt \>~y~^2 on\j2H U SjUL jj— * i_Lo ^35^3 ^jU^JI 

£tffcffi J3 (ClaJI s_J^ Ql I^JLAJ ^3^3 -UjjJ L^^liJ ifLtt^j ^ J^_lS ^yjbul J^"' 1 ^tj 1 ^" ^JII^^M 

^jjjJSJXt ^jUSJI ,_y^3 LjJ 3 ju£ ^UJUb j*J3 ^IxjjJJi'l ^ji L*3£*^>3 ^jUSJl 3^ L4 J£3 

. di-aLa^ dJbej 1 S_L>l3 jj 53a«^Jj eUi£ ^3 -U3 dj.l'ir j^3j-4 £t_u^ dJU^Ld 
(■ " li O l ^^Jtj ^3-4 CjjL>-3 CijjJIj^l ^jic (j^u cUjl3 ^3_ctui l11j4 Cij^4 tCijlr^j ^a^tS (<CL>i 
(jl _L> I3 t^y^ V! 2da%]JI dilj 3 — oJ .^jU <QJI 3^ CiVbtil ^ylLui (J 3 Splj^iJ j*^"' ^ t^laJ J_i m jU 
AiiJ b l-lISJI JS ji -^"IS USA tl (jSCI -Ujj ^ l^i jiu'3 I^j ^n" Via l-JSII a ji JS I j£i ^ ^ 3JI J»i 
4jdJLi 5^3^-3-4 ^_J5Ji ajjh J£ Jlu\S 3) rij '10*13 1 iafcli^< ^33 Ijjh^ Zu}jl'*r'i'JI 

3J I jdlj jjsiljlj tU^aiiil ^ ^l^dpj ^3 3II (ji (fl's in-^i *^ (3**J I3 j^lu ^ rijfj" 'li Cu**3 

Aia all 

www.networkset.net 
magazine@networkset.net 
admin^networkset.net 



Yarra_link@yahoo.com 

^**-J' ^! ^J^l - 

www.networkset.net 
\JamJ\ 10-.) ^i-MbCf - 
wariori O@hotmail.com 

adel_husni2000@hotmail.com 
^ii5_jl ^ j*JjUI - 

om1 8899@gmail.com 
www.abakhiet.info 
mahmoudomr@gmail.com 
ahm_ijal@hotmail.com 



1 7 >wd^ jjjjtoi j^fc ^l^ll £U>uy '19 Jo£& 4L&j>b- ^ ^ <Uai 
t« '„ „ V n- • < - -"r 4 t-i^^SUaj Cisco Routing Table- 

18 IP6 j IP4 ^ Jij^ai iuij- 5 ^ W»" d^^- 
18<u-j5li^Uj PASSIVE INTERFACEJI- 8 ? J««i AjSj CEFJI M ^»U- 

a ,i.^n. j-'Nl v ..« 9 -Uaa^jaUiiu^CCIEJISjUyi- 

19 " ^jjAdi^jawT 10 i^i'JcciBhUA^j-Uo^jaiJ Js'- 

1 1 ^ISnii II ,^>ia lid) ul£$ jdi 
21 tdU^Jdl*^ 12 

23 3 yAJ bdb y* 13 ^£>iii$ 

14 CALL PARK Jl L&j&i- 

6 STATIC ARP Jl jIa&I Jtfj>to- 



24 J^^JSUkO^ii ^ 




cz^ULq ^^^v^j 



00 




) jl__tl Jl CAuaj ilua. Ala. jjl iTiljua 
Cil n ilVill asljib i~m' a ,j ( ASLuuJl 
Jlc. J^Sj jiiuJb A—slaell 

) ji hifnU Aj-Uf J IJLu J.mI^j— > 
|U (y>$ ( iUjb^S CiLoxj Jl Jesuit 
J^^ajjl (ji>. ( JjjSJI ) JSbJb ljjS jJt 
(<u Jbell Astj-cbuj , i5j_.ifl Abseil Jl 

Jl _JLt j JJU Ji- jjf Jbjatia ^gjl flijVi 

»jjb_i CilSLuJLi JLajjifl fULc 

i"m^ La (- g -i ifj aJL>^a j CjL>.jj ^jg^w jl > a ij-v b^^^__Ul Ml'i i u-jjbtj 
JUl AjSjAI JM». Jji 5& _J jv_ Jjjj dsj^lj 0^' *— La J-> rtjlf 
du> AbLoll AijaJl Jl rilmj I jvi-lj ■ j^J'i J-iJLsJl L_JLig_ ( JjIjSJI ) L^JLs_L_u 
3& l(jUf <UitOJj AjjSj_a A_iaw lj A Jj JjjI (_^Llt A£»aJI j£_> (ijj Ljjl 
jUiu Jj A0»g, _;l jbl_vl if U.Jaj Lj] ajjiasll AgaeJI J I UjJ Lu CiLa jJLall 

dl_ ) Ja__!l Jl dJb jjljMI jb--C cSlj Alaa_,| l_JG J Mi- J-a V-JI i -C^a. j 

l&jjSlj Jj_— ill 3j— a J'^'*! J^ Jbtjj ASjjjta ( ASLl_J| ) All mjil a -U> ri~Mi<-il I jSjfcj 
|«jJloj L&j^oJ Laj jJcluA\ tbjl —LI *d*'_j »i '"j ,_^LJ1 CiLsJisJIj ACj_Jb jUuuj bLal 
jj J_jjl — i ( AjUatJl , i m"j— Jl i o".Jjv— 11 j^sefl ) Ajflii'ill t—i^SUIj ilibjj—lil 
3 a Jlc i—ib- Jl Lj^toujj («_b L-ua>. £J j-" j— > La j s ^jbu La j_wl J I J^S 



jan Ajjb ji jUru t$jus j^Lc j_, a__ ( Category ) ajIUJi ^Lajj-a-Jb 

jia AjU ^jiaJI J ^la j^buj ^3 ( 1 ObaSG T ) l _ r oaeau JjLflLj BjmlC 
jISI if l _^ul i'ij'v jj£l acjjuj jHu a ju_l> Jjl f>ti ml |«j tjl>- 1 jSCA j , a jl> 
^^oaeau wiaLi «UU JSj Jl ^Uau Lgj JUojjifl Jli£ ^UjIjJI fjj> eljj-ifl diLj jl 
y& 4jJL»JI Ac jjuJI a Jub j»l Jseiuil ^ l-umJI 3 ( 1 OObaSe T ) U7>«, ajL>l^ <ujtj Jl 
jJlc ACjjuJI Cil *j.aa>.j JjjIaJl ^,1^ j", 1 "^" 11 lalflj fe^fc All jb I^La |«^jl 

iWjLi^ <uj^i> acjjuj bb j^j^nj ( Carriers ) ^^njWii juu^i ij^J^ jjjiaii 

. diJl^» AjI Oi^ aJbnJl ^ AjJU. 
JI3 wijbsUI j^i JUJLaJl JuJLall^ j^l Jl JjjS jjij 0-^5 "-"^ J' '-^ O^i 

( Fiber Optic ) i^.... u js u*. AJic *c jais JjI^u cuum o 1 

^A_L»Jl rtl im^JI a jji pjielul aj-» JS dljLaUU Jl Jloj jl ^ulalmj if dbl _ul> 
JS OjL>- j UJLaj bjl J Jj) J*.''* J»All La t£JLx2La !_^Lc (jiibwV AjSjil Jl 

|%A Lg^JLc j-'^-J Q 1 ^ j a JSS Bj^-lflll AjjdasJI .tfl^ll ^„jl-»ll AjjJsjj JUI 

l^jtS c^'iSJ j A444 ^hjUi^j j^Uju js^jl Cjuuia JUl^ aU2j!I j»b^>ifl —jbu^l j^j 
e Ujl LjjJajflj JUI ASbJl J AISjm « AjI JL» if bajl j , a jjjS ( Ajlu ) ^be»l J J^Hnj 

j 0'j^=J J^l >Ui ^ij-i 3^ 1 .'.""^3 J^-i^Ji J ijS'll jjjj _jbS2 Jl Jioj j '""'to 
Ol>»Jl Qtjj AjjUJI JSI>JIS 0*4} ( Full Duplex ) jjSl Aibu ^aSa JUb| 

. ( HalfDuplexjcpuii 

dZSajut Jioljl Cijj^>g ALij^uj JSjjuJI J OJ^d Jr¥^ j* '^"'"J aj_a JS Jj 

) tlilj^Uall i"i », \-r~i ml jjjl J^^' u-^3 4j^u/ JSb _^>if Jib (j* 9 ^ ^: >> - 

^1 0 ifi ji jnjji CiUka cji^ , jLoii^u ( Wireless Networks 

Jifl (subl^ J^l jl AiiSJ |«2uj^»l jjic j ill mif Abtil j-» 
4jI Jx^I jJ jjb (sSjlcI JUlj |«S[jj^»l 1 tuj ~- In 1 .H J9S1 Jl ^jx«jl j (jjsljiu 
|«Sb -U M44J.I Aiui Jl 3] jnVi if Jl i _ 7 JUjIj ^ Ij>jS i"nr nr»l _Ca£ JSb^a 

ijU.II ba.jjj)'iS"itl dibj CtS^Jl dJJj J5u j5l^ jQ$ fejoei Ajjb Jl ^Ubsj dulS 
000011100111 . dJUIJ^^llbiaJbti^l JUI 




wblSLab Lajlj , ASLuiJl j^C >>if jLj>- J-a CiLaUl J^j sbbl OJbu La Jl JSjju 
^a UVa 1q.-S.~ji j£ l^jb^j Laj ASLlui i'II m JS CiLcj^i t^S jLflJI ^^jj-C 

AlLoS (aSJ \£$j-i JLS^ LijaSfcM Ljj i"i<i^ 1 nl a *^ Ajj ta> 4bL2u JM» 

: Ab uijS ASj— i!3 AjU'V'iiiilj Al2Lu Jjif)l n"i JM» Jj» Ajjbejj 

bl^ !«SbJ! t_.ir.fi j LiijjLb ifjl Sjulj ,«SLi ^-<j i_slj Ll> j_»00 1 1 100 1 10 1 
. jjS ( Abl—ll in_/l ) j>>ifl u»u ilj ( CM ) 5& Jjifl _r~» ilj _r<— b _ —La Jt. ajbx. 

k ( 1 Mb )CybLiuj JL>lj Aa-Jlj-a jJbl^TXT 
Ji— i —9 c5jjL— lj^-l i^rbl ^ Ly4># ^ 0^-3 
^ jnj-l US L-Jj^ , AjuI jjl dJbcil aj_i j^c (*S3 
LjJLa J-U- JS !j^bj bull— a L«_b jtS J JjJLo | 

jLii lsjji j-aifi ( Adobe Reader ) a*_,i^ 

_jU*.,.i if ASqjttaelb L ^uSi JL»lJLi J^___ll 
La i j_)l UVa jj j^nl.'i US Ajl du> ad j_UI 
jv» jljjl_II _UL_k jl^-^j^ , JLi-iju 1 uSj 

^yjl j_) «jU"..." ^yjl^ j^j.^MI AaeJL_tl jual jjl 
jjl jj J^>cl if tyuiuj i_fljjjil!l J |«Sj1c i-J-al j3 J5S1 if jl ^jjuu\ J^'i 

|«J Jit- , (OJSUI LjJMi. Jj» «_jl->" ml JUl JjLf» J Jj^l AjjJtUI ^ a j^S IJLlI 
_vaj2UI ^^Lc ijwaJL£l CujS _^jl i-ll> (___)! l-uuU. jLja- (JLcl 986 j>Lc J ^Uul 
dJJ j jj t^jlcl CuS Juljjeu jl _,l7i"i t jjl i^jb jlS La JLlc Ajl dJl jjl jS jlj 
iij^i bl ) LtLajJ AUu. ^ Jl _Jt jjl j£i («J Ajl jS jl jSJ j ^ii .U 3^*11 jJUil 

( Floppy Disk) (>L-Jiji_JiAiu_j if! >.i jiji^-j-aC j>i.^i ciLaUij^. 

i^ic a jJLnJI AjjJ JL>- ^3 if ifua JLvl 3]! ^sjUl ^ Aj-Aaj Ljjl Ja^jlcl Cib-alll a JAj 

A Disk is Full or ) jj->-i jSUi j>>s if j^2u uau Ajif lu j^sji j_i 
l»j_ Vji ji-.i ji v^s J1 a?-L5_i Ci-_ai 1 ji jSJj ( WriteProtected 

J AboU. Aj jJ ^jn^in j_; a jbc I jAj ( WinZip ) jr^U j>j 

jlS L»jbj ( FloppyJl dJ ) ti! jL»j_I e _>iU J-aU_Jl 
jlS iJuS c/j^l if ) (jTmiu i___u Aaxui jjb_u if 5 ( ZIP. ) JL»-lj JaLa J _r4as9> 
aul ) e>*l .jgjjl jji j^acaJI glUdl jb Cu__u aJUj >aifl _JJ j Jjlj^ ( -ilaUl j4j 
/j^l^l ) j»UJl JjeLJl JjLuj Jjj jjjSUI (> J__u_j Uxoj. LlU». jjl ^aifl ( Aa*.jj 
_,ojiii?i"i |«j JL>i" .i.jfl aJLui jj> Ajl ju> jyjj. ujjiril~» jL}». Jl JnVi'il ( Ajl 

Jjl L$jJl if j Jjifl u <»i"l jvC ftS-J-wl jifl blj jib JS Jjnm'^ Jl 

. ( Aic ttcul o^l Jl ) j-^-Vl 
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Juc eJLjl J Ajl i.'.urv. j^k _a ^ULw jj JLj_a» Ljjml^. jL^». Jl I'llfl'i («j jjlj 
J JLjlj (JjuJ j^aifl I>1& : J jdJ Lajb jlSj djvjiS Aluuill I'm If _ jby UJ^sj 
__j ys, tub (jd La JSJ3 (tjj-lmtl ALuul Jlc AjU-ifl __ih"mt jSjj 
) Aa&aJil (joljilifb JSjju La jvc ji- if jLjs- j.4 CiLaUl LjjJlc J2lUj Jill Acj-Ul 
>1)L>.jj i_Ul_& aLllu^JI a_— 1 j%c Jjalub LaJLlc Ajb jjvI -ala (jjjvsvlj ( CD 
Alb «- L « a ell tiijlmj jSJ j la iW Ajj aftl ijhiv j— "■ JSJ In im a aj jasasa jLcLeu j 
( AjjI j3 cLul _vaj2v]l jljjJ ) (_A^Ul Axal ujjSjj ( A-iJlxII ) AjjjjlUI ACJLcJjl 
aLuhj >_UU_) jS3 ALtujll __G l_ijj>.| |«J ^pjl (Uoasll jc . nl"-.l bl jSJj 
j>bifl Jji J Ajl ttuL>- ( A infill ^^ub^jj lj>>.l ) Lglbjjtlu L-LaS ajjvLa l$>>-I 
) ASLu-lb (_, 0 mj La jvC jj.1 Jl L-uubslI I j-) J-a JLtLU I jvi-l j^jifl sL»- 

l<i(iiiS»jj ) lLU jJ Ji ., 'u(3 . " u l^aLa lj ji>-ifl C1U1UI (Uaav jb jS jij ( Network 

>J3jf I jSl (sJ Abj_> Alavj Lull A-l3 J2luI Js^ui _?jjl (>jjJI _JU j »L>-j ( (jjjUuav 

. A9lui J 3S3 Ja^jm Ljjb 



<D 



L-1S-— 1 jib A<_>bw iujji. Abta Jjl NetworkSet 





/l0.2.1M.O/24\ 



R5 



juibj Next Hop Ip Addressji ts>bej jweii js ddtai jmi ^ 

.Ultimate rO*j Ly 



ji Jm>«j js SjLisfi Uj jjbti ts^iuUi iiA (5 Routes ji uhjjju (5 s jlJi JjSj 

.Parent Rout 

(>» jS\ subnetmask jLc^^csjiiRouteJiysj: Parent Route 
: ^ (s? *iii jui 2dhii defualt subnet maskji 
ii>b6j i^ji 1 72. 1 6.0.0/24 ^ juai jiidi ,j j^Sfi au?Ji oi 
defualt subnetji & J ^i 2 ^b i A i 24/i ! s9Uu subnetmask Jlc 

. 1 6/ tSiiii j mask 

Ex-,4 



RouterB#show ip route 
<text omitted> 

1 72. 1 6.0.0/24 is subnetted, 3 subnets 
R 172. 16. 1.0 [120/1] via 172.1 6.2. 1, 00:00:20,SerialO 
C 1 72. 1 6.2.0 is directly connected, SerialO 



tS£jA\g RoutesJi ^ u o i! parent routeji 

yiai 

: Level Tow jiiidi cs^mi 
Qy^ Parent ChildsJi RoutesJi 
Ji diiaj i^jjij Classful Network AddressJi i>4 Subnet jji^ 

.Parent 

ClassfuLi ajL> - 
ClasslessJi aiu* - 

20*5=11 $ ParenDi j^ij ijj> f g| j\ jiiii ^ us Classful ji juuJ- 
ParentJi ts>bsj dJi jlcj is subnetted, 3 subnets <Gi ji j/sri 
Subnetji Jlc ChildsJi tsi ts>bu ^ Subnet Maslai jlc 

.Mask 

ji jjij Liu*, /'u^iiaii jiiii" juji jiiii ^ us ClasslessJi sau-2- 
variably subnetted, 2 subnets, <ui j! j/afi 2tu*ii t) Parent 
.VLSMji masks 
^ ^ defualt subnet maskji jlc ParentJi ts>bsi subJi oja g$ 
^Liji subnet maskji jlc Child js ts^bu juliu^ 16/ jiiii ija 

.Jlidi J US 4j 
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Routing TableJi & Sj^^ii j^i 2u?- a*.^ jk. oj^i o! 

jjjuj A jja <i A£.\cjk IgJ JasJI £>jAj jC.j... Jjljl^i Jl3L> ^jj 4jlu/LuSH Ciljlgil 

.JjiSsJI (3^2 (J dill sUi I StiLcllUJ ' ( _^L)I AjLLuLtaifl CllilJjJLllI J-".'.' Ii t .'*! I J 

tljjjjluij J! Jj-lseJI (J Routes JI fjjmn" (jSUj 

Level one jjln^jSaii 
default ji (>» jsi jUj subnet mask jlc cs^im Route js 

: ajUS jllc .Class AiaJi oj^J subnet mask 

Ex:l 



router#show ip route 

<text omitted> 
D 192.168.32.0/26 [90/25789217] via 10.1.1.1 
R 192.168.32.0/24 [120/4] via 10.1.1.2 
O 192.168.32.0/19 [110/229840] via 10.1.1.3 



default subnet mask J ^24/ subnet mask jlc 

jju |«j (JJIj 2lDuJI dlardJ cLLuxjJb jnfl'ij .24/ ^Uli lS JJI ^"C" rt'inlt 

l5^Uj subnet mask ^ cs>i*2 OSPFji JjS^jj ^jia ^ 
.T" Aiaij default subnet mask ji ^ j^i ^ 1 9/ 
Level JjSh t^uLi Routesjiy>ii ^^(jSUjLjjj^j 

. jlji jsiiJi jk One 

subnet Jtjlp 0.0.0.0 ol^Li aji >jj : Default Route 

.0/mask 

subnet mask ^ cs>i*j lS jJi RouteJi ^aj •. Supernet Route 

i kui default subnetmask ji cy> js! 
csu.1 92. 168.255.0/24 jsl 92. 168.0.0/24 ^ cis^ji 
192.168.0.0/16. 2_Luaii i^j summarization 

■^U/i'.ti a jjb juis^j (jy^l 2lU%ll .JLiil Jjujj ijLc-i 

Ex:2 



RouterB#show ip route 
<text omitted> 

C 192.168.0.0/16 is directly connected,Seriall/0 
S* 0.0.0.0/0 is directly connected, Seriall 



Subnet ^ cs>l*j cs^uii RouteJi :Network Route 
: jmi Jjjjj (jic default subnetmask jj Mask 

Ex:3 



router#show ip route 

<text omitted> 
D 192.168.32.0/26 [90/25789217] via 10.1.1.1 
R 192.168.32.0/24 [120/4] via 10.1.1.2 
O 192.168.32.0/19 [110/229840] via 10.1.1.3 



Level One j^itS^Ji^ Routes jij 
<jWs aJbJi oAa ^ Next Hop Ip Address Exit Ineterface 
exitJi Jlc lS>l*-i j/jfi 2lu?ji jiiJt jmi Sj-Ui .Ultimate Routes 
.Ultimate Route j>i*j juib^ Interface 

NetworkSet 



RouterC#show ip route 
<text omitted> 

172.16.0.0/16 is variably subnetted, 2 subnets, 2 
masks 

C 172.16.4.0/24 is directly connected, 
FastEthernetO 

S 172.16.0.0/16 is directly connected, SerialO 
C 192.168.1.0/24 is directly connected, SerialO 



o- 

j>i& ifii j! SjUiyi dJ j i_£c jt^u jjvlj ji J-iaj 
Auto-Ji^A Defualt <ua ^^ji EIGRPji JjS3j_>j ©1 

EIGRPji jjjJa ^ ^jj* 4 Update jji j^^ 5*3 Summary 
ojSj InterfaceJi Qaj NULLO INTERFAce ©,^£3 ji dJi 
ji ija aij.ihj 14 Route jj.9i.Ji Ja>»j 5f Packet Match 
u 4,uii Discard 14 j**j« PacketsJi j.ia'«M <u1 Interface 

I Defualt RouteJi t 3 Less Matchji 2 ftUaOiai pj^ J! i^jJj. ijaj 
Auto-Ji2u^ii. j.daaj u» djjj .Classless BehaviourJi ajb- 

.EIGRPji a. Summary 

jjb A-tlajJI 3.AA jljj^jjJ Jb\« Jli-bJa 

172.16.1.130 jij^aJijjp Packet >3jlJ!j*»$$l3j 



C#show ip route 

-output omitted- 

Gateway of last resort is 0.0.0.0 to network 0.0.0.0 



R 

C 

C 

S* 

C# 



172.16.0.0/13 is directly connected, FastEthernetO/0 
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks 

172.16.0.0/24 [120/3] via 172.16.1.1,00:00:03, FastEthernetO/0 
172.16.1.0/25 is directly connected, FastEthernetO/0 
172.17.0.0/25 is subnetted, 1 subnets 

172.17.1.0 is directly connected, FastEthernet0/1 
0.0.0.0/0 is directly connected, FastEthernetO/0 



A CissjU JhXu IjAMatch Jbu Ma Jjlfl iSjjuuil A CisbJLi jjjI jJI IJjj Ua 

yJUJi tsjiai A cosJLi ijLui ^1^172.16.0.0/16 o' Jbtf^Parent ji 

?iiuMatch jbu if Ls^l 

£Ubu (»M£Jl IjA jjlaJbC 172.16.1.0/25 JL>b JL3 Ajl ^iajJI J^2j j2 

factorji ©1 Routeoi Subnet Masloi ji 
172. ©i>i*ji lsjJi HostJLi tj^iii as-uiii ©la ^£^128 1S9U-1 ua 

16.1.126. 

^>ii>!i ^ defulatJi 3a Classfull BehaviourJi ©is ii! Ua 

.PacketJJ Drop j**j ji 3 \ j\ 
^jjijJi Ju= defulatJi Classless BehaviourJi ©is ii! ui 
S o' Less Match ©c cjssjj s>ii oja ©Sj^ o»uJi Sjicb jjoijJi 
©* PacketJi jUjb f^2ui ($^172.16.0.0/13 
Defualt StaticJi j»ias«i«,v j^.nj v bA» .fastEthernetO/O 

.Less Match jsa pi aju a. Route 

.byj j-ojj 0' J*- J >t aill JUul JUall ooa pUbw 



jJbu uajSj -ujbJIj JjSfl- Cibjiail aJA J Router JI licsjJ uuS ©ji 
4_ta J^jj Jaa^u ^jita i^i ' v^bbJI UjJ! J^jJ Jsg^u ^1 A^ssll 

? RoUteSJI ooa Jailiu JjjSj CibboJl OJA 
.'dill cUti j! 2u!UJl JaUebJl j l(jir-i_i'^Li jSLoj aJub Osull >Ulaf o! &iaj2»- 
t 'liuT lab j£i y^JI b^cl>i'b J^Jfl tSjiull routes J coeJb >ijl ji\ !jlu1- 

Subnet Mask aJ Route 0^^^)1,51 Match a*) dji -I 
u ijAj Routes Tableji A. ojoc ^aii Subnet Masl<ji o-« j^i 
^a ja RouteJi ioa (| ostu dUj .Longest Matchjb ^r^uQ 
Next Hop Ip _ji Exit Interface iS^sa ja Ultimate 
ji 1 pioisi^b Packet ji JUjb j»32u 2uUw^i cuis iji .Address 
.lj 2ujdji ajbsii ji jai^ v 2bb.^i ctiis iji .Route 
RouteJi Iijla 0* Lr'^aj i Ultimate ^ RouteJi ois ii! -ui 
iji Childji t^bJi t5>Lai Routes a. ccsjj !jlu ua Parent 
iji . RouteJi iJub j»ijbsiu,b PacketJi Match 

.2LbliJI at-inill J! Jiili ba> 'Match Jbu pi 

jj^i >!i ja : uic 2uiuai SjiasJi jjuju Match ^1 >)i jbu ^ iji2- 
Classless jui»j ja f\ Classful Behaviour juaaj 

^Behaviour 

i^jji^Classful Behaviour ji ^ defulatJi oisIOS 11.3 ji JjS 
cosjj v 0^ (jj^ 1 i' Jj^i L5>iuJ.i j Match jb« iji jj^i ^ji o' j^v 
DefualtJi j ^j* Sj Less Match ojSj ^i RoutesJi a. 
Classful ji defulatJi o^IOS 11.3 Ji cy> uiRoute 
s'\ jjjri l5>wii a Match jsu iji >iii>ii o 1 1^ >-» Behaviour 
ji a. ,»i Less Match ojSj jai RoutesJi j c^vy ^ op (j-j^ 1 

.Defualt Route 
: BehaviourJi ois o' aiaa.^ ^» 
Classless j) Classful 
Routing Protocolji ja as^c a! ,j*jij Routing Table 

.Classless f\ Classful 




Cisco Certification Practice Exams 

Simulated test experiences to prepare for the real thing 



Ai'b j^yi laA lSj! (j^isiji e^ijjj "you a Cisco Certification 

CiblguJl iuMth^a JLcj Ifljlr bU (jn^t'ij Ja^u tfaJlj jS'mj ui ^j-a ^JabV Js^uaj 
Jajb&U CutS UtJLu 4JbjiJ djb/ill ^-cuqj 1 jSua^aJ JUJbslI 



H 

Jj_3 ALlw^'I ^ijQj> u^.tJ< jSuiiJ UI J Mi. I f^jJI |_,*ll 1 f>j JjJ^. jy» 

LjjaJi^sj ...jiij Actual Test Jij Test Inside ji^ Pass for sure 

Ujb lg;lf b jjjlj Jill 2u jbsIUI jSouj ■" Aiflj jJa ^JjCJ hJuaea JSomj 0 
Cuic! uju ojbsj 3A ^jjbsXaifl L^stabjj ^)l j< ri i'n j^Sllj AtaUtuu 
j'"*'.' i^mflju p l^^u AlabtjU ti iuS (jSJ rtTi mifl ^ (J^ ^>%ll jiSuaJ a 
UJ a Jji JM» jj-a 0beILa2fl j I'l ilf l^jlaj JSa^u i _^i!l dllujifl l—Uj^jj 

ake a CCN A PracticeT" jU^i cl*j 3 CCNA jfimj,,, a jt^ij ^ti. ^ 

"iExam before the real exam 

(jbsiai/l 2DojjIa (Wiiljjj ^>b^ CibSbuj rtl'i mS jr^"; 5A5 j^j79,95 
lAjbl»i |«J I jli^ A3u%uaJI AJ3» MJ JJaj bajS Ct>bl JLSj Laaji CtSjJI Qtj^i^ 
a ^ a 1 **\ \ ^ ^. 1 ^ ^51ui™Lui ^ ' * ' a j\ju^ *\ \ ^ L^ul j '"' . . 1 a |^Jl^3 O^Sl j ^J g 

^^A^ Aj-tSI jif>o\ diuil ^^jJI « 

A" Cisco Certification Practice Exam will not earn 
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1101001 




L101110101 
101 




0101010111101001101001011010 
010101010111101001101001011010 
110101010101111010011010010110101111011110 

omoioioioioiiiioiooiioiooioiioioimoiiiioi 
liomoioioioioimoiooiioiooioiioioiiiioiiii 
omomoioioioioimoiooiioiooionoioimoii* 

1111011101110101010101111010011010010110101111 
011110111011101010101011110100110100101101011 

OSPF jl RIP - ajtaj Uj j^'ia 

S (JiUJ^IIlJ >^'j 0 -4 U^".""'^ ^ ■' J ^ ^J-^T*" 1 J^»" ^Uiiij ^ U dU dS 

AjLlus (JaCO, 5_L>1^ SjJ, ^JLuuJl Jaj^jJl 3j^>-l l_u£jJ jb jib Jj^u-j il^Llu^I j_a O AlS >*ll.~tt*a, 
.tU^ia As- jJ <j lTjLi grl'-^" 11 dl) jj , Jlla£,i Oi<^i J-**-* L$ 

- dS-uuJ) jslaj JJj^j jja> 31 aSLlllJI jtdaj JJ-^s Oj^i^Jt ,j J^M ^b 
3& 4 JliacSfl JSltu.4 JbJbu j.4 ^Jt tU^ dU j n_gjlaH <~-l2lI Aju j^ILa L7 i£ JiiLa! Lil jJl ^jn— tffctll I JUh 
3^ ? ArWjJb 3I f Jl 3?sJl 3I (BSLuSlLl AjiljuLa J^s i LiLuiJlj Jv4 AiSau * oAJh J^jflJ j-a J-LXJ ,j_a 
. Auk- Jiiul' SLA. Jl ■ jJ*. ji'-^j jJl AjojJflSeJl ,j 

Wireshark 

.AjjJllu jl Ajj^JjL AjJLc, 
laSjj j* ^ j ■■->"■>■ a 3 £_aU jjl I 

— ) pjj j_4 SuSj ittil dJMwifi j^j U ^Luu 
* (packets 

L^j p^aj La LJLc 4 dlaij dJdjjLuj 

j ^1 1^ »7i \ i C ' *t t^jtt--** 1 dlS^J ^ 1 f 1 ' j*l 1 **t in I t 

.lLLLl3 Jjt (jjJ j_4 3A AJ Cjjj_4 ■ flaU V 

(Network analysis) .asiuuJi LLa^^ ^'i?^ o! Jitf 




WIRESHARK 



uuiuiiuiuiinuiiiiumuiiiuiu 
01010111101001101001011010111101111011101110 
01010101111010011010010110101111011110111011 

lpiiiioiooiioiooioiioioimomioii 

"^nniioiOOllOlOOlOllOlOUllOllUOl 

Miufliooiioiooioiioiomioim 

010011010010110101111011 
110100110100101101011110 



Lo ?d5LuLJl i»ku iJJb&4 Aflglag J^^aj Llo («S .45LuIl)l ^juJJ^a 4 «J3jju Lil£ 

. Jliil I j LjjJlc djL>^l ^j£a3i ji j\ dilu^l d OA 

...JUj^ eGbuuj edlLi cuLCm^l Juu Jj 7 *'''* 
tjSJ L> U.3J1 34^ . a<~^ ,7. || ^ a. t^.",.,U Sj^^Sfl 436,4 jjj i* aAj ^w4 tuJl 

. JluajVl CllSLuLj U>jU>-^ 43>4j_j 
(jOtJLj^* 4-tiIi- j 4jt ^^1^ La Ic 3-1 > jJCu £l «jt^".,.'. 
JjjlS La I jl p ^ dUiiSj ((jjjj^tSJyi l^-sjJl eLtul ,j beamj l Jj2\ CiLU2uJl ^ jy^Jl dJUA 

t^^jJtSJVl iajjJl sLiji £ fJoBJutu a^4s-\t\ ddA b_t^ fiLCu 3_lc ^b^l^j —JlksJl 

.Ojj^TtjJ... t^U^jJ bJ 1J.UU LAiS (j-4 Lj_t^ La ^liaj iJuS tLjj&aj^j >JuS ttjaM Jjjaialj >-h-i£ 
dVluajl ^-L'inj.4 31 aSLuL («Jaj ^Jui^a 31 ASLuJi ^■L't^a J^4« I ^ JL^j ^'lij ^ JJl ^aaBaJl IjA 

*t$j£*\ s\a*u\ 4j1c (Jllaj lA^^ t aSLluJI 
i— uhju jl (iSSaiSJl ^ La ::>t< '"- ■* uJ3.Lv c\JL>. ,j ( L7 4ml11 LAA ajbalutjuii) aSLuTJi ^uJufra Anj^bt^ 
( jLjstJl ^ Sj^^il JUatSfl ^ ^^la^J jl jj^l jLc i^L^Jb Sjujj t AlSLiill jlSI ui j^lfl jL^seJl J 
f»U2 4JL> ,J) Sj^jil JUacSM jLiseJl L^JLuij-j (jUl (SyslogS) jJI ^.t_>isi^! Jibty tf\ 

^ tjj (5Su toll Bj^-I j-4 jL^>- ' " 0^ ^* 1 **j ujjS tVl^u dUboi L y^.J j5J 

?DHCP Server 

u,mj La jlSLa cbui ^ t-Luull jSJ Uaaala 1 3JLU c^^^ai JS jlS La I jl SUSujLa dJUA ji l^jjCLa UuS 

.laii Backbone Ji ^ jl^ 

ASLlui ^ j»Jbsxml La I jl Aojbuu/I JllTtftJ dlia£ jlSLa ^ j* w".„tl jjjjjjjjl ^aLljOl jl Aialm ■ Citi 

g J'^ l^j** " < 4^3-bk> |<ujl2j ji- 1 *" - -j^Sj A.i2u2gtJl JSLlll Js jjlIIlu iJuS o ji 
^^uiJLa^a Jl dJJj j fcyUiail wJLc *_>- j-j Jiu>U AZuJflseJl ^3 .jiaJl Id^J Jjljj^l jj'-^j CiLajbdl 

Static route J«u3 * >iijj i nji^i aLwu Ja^tijJi js ^-JUJi ^ 
Static Aaiua[g Serial 

route 
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(dJ^juJl (Jj-4 jS-t J! ^ J 3^33 d_ul2La| ^jif. 1— lIIj jUUuSi jb^3 S juiS ^>3^l Cijba 3 jJ^ JLu 

NetworkSet 



o- 

.IjSj 

JS j ^>sa iSjlc oijj aK»r » d^l^j UU»Ul ilJjJLi iJ-iS jJi i-iUalj JUi.il jji £>J) l-Ub o< %JlJj 

.^ji^tji L >^iu J^^J JSLUi jjj 4jL£uJI ^JLu LjL»4 — c^-' 
.a ^U^r jSJ j^i j^'^l ajIhu'i iJUtifl <yi £>dl I ja j iir->))) !j£J 

^uui jUswitch) ji j jLL«ji(NIC) ji^ ji^ j^^J.ajSiiiiojSjJ^'ijA jjSiiijmijjai 
j> . LMHOST jut j 

•jdSl JJlkuLi (j^agfett jlS tjka»l yCiu j^jJj SlcUuajfaoJl JujJsJ JM>. J^ 1 dA Jl (J- 

...(mili seconds) JULj ,jji>Ji j*. (*JS^j jaej aisLuiJi f*JU; ^ *Ja jju ji 

. uiJUui, o^SLj j^ ^iiSLj 1-^5 Jb_«50 j 

9 jjj c^ait ojSj Ja^jj-t^ jjj 2mb 5buu Leased Line ji ^ >ti ui t jmt j^ j^, 

.JLajVl £ tJaJt Jrf CjjJ_> £^9jt A_ljIj JluoO Jlj UK'ai iAjjli Jul* 20 J! A_bu Jb-B 

£>Jl t j^j ajl^oJi ji* . jIa ^LS50 -LiJfc4 <jg ji Ja^ci ^.laatJl ld& J Al5Li_» Jjv ^ dcLa! Uddaa 

%!<•,?, qj*]tjA CulS tSj ^Jj J'9 Jw» j$SL3^3^u 
OjSu La JlL ,j jSUJ.1 t^LaJbuuii,! dJ^Ljifl 5 lja» i .iiiuM CiLs^aJl iJiujsj dl djl f»Lu Qt t— tag Q^fl 
..tjSl&j .uaiuaaa CuS^i •••^! ^^sel\ la^^III ^ jtlll ^ ia^LiiJi 

^4 dj^LoJ fLfliTiita j^bi^ ZLjJuBM Cl^l ^ A-tJ>-jlisJl cf\ rt-JLvtjJl ^SLuuJl j--***-^; Ii_LjI .. >tJ jauj 

a JUb j Jruu lImjm t^t^j^l a JJb i-ubu djL>. dil-^S .<u^ii oj^J Sjlx4 t^i£ al^jifi Jru^ 



.lJuv fo^4 Ja£ uhla^Xl CiU;Ulajt Juateuu dJJ aJ 



o 



^-4Ljj-i JjlmJ J^5^u iJUJLui slij uuau ^l^JL^ JLic^ «Cilla>^Ul 1— UTJ tilLiau*^ Jju ... jVt 

^4 l^ILLcLaj ^uULllI fjaptiu ^lJj Jjuj ««Lujl4 ajonJ J-a-aj aSj^Ij^ dLi ^aliJl JJjLLj-jI^JI 

AjI^-xJI ^ (jr^* * ^>mf 2Q2oil1I JLsJLscj J^lTl ^^Jx. (jSlalTm l^bJLlc ((joduJl l^itfUU 

. AlSlulil jJj^M <&jju (Jj 

. 4-'L,Uj i— L'lu SLmJ^jJI .^JJ tfLm-'Jb l^^JU 4lx>-l . ^1^1 ^Ajl4 J^Lsuj ji 

:«LxJUUl jj^J^I jolali jilJl IdA ^LdjLl i^imoJ 

.2u jisi-iii protocols Jl 1 - 

jiyis fXui &\ (*juu4- 
Window SizeJi j\jai\5- 

...IJLv IJjv cU^d AJ^_>M« 

lIU juuli V dJo^ .ui! jLLjul $i\ Jiu Ia!a^ guU >j pldislul ^Jlc suj'^la l jliit ^JUa j'i f^Jbu ju tsf 

.jjj^jlia j%£ i^I (^lc dHj^Ud l >muJj ft-daUl (^cldJ IdA -lil _U tuijLail 

jUad»rU 

O- 4 1 '""^ L>^J ' t ^ ? " x ^-/.LCJl (j<3jJU (Jbu cLL q\ ,A_4jQJl ^jjjJl^ ^jdJl IdA 



Oml 8899@gmail.com 

### uLu: ASLu^Jl J^bej ^1 ### 



LnjLuj d_i_> jls jjJi Jl^uJl JJ ji 

? AjbJi adA j i-fl.cS 

. JSLill j_a ^t^jift ddA £j» J^LaUl ^ Ajajji^Jl ^yaaaMl &£jjl4 ^Luajaj 

iutd5hA Aj_> ^5 jJl ^t^uj l- uau^ Vr^} 
.t-uSj ^ a IS" mil J! J* >ul Vjl (Jfk. \ t tyA ^ 0-* ^JL>- j 

.Aj JuaJl . A*3j j_> ^tjS^Lait t5dJl ^ 

u jsj iaSV 5-4U jj ^ t (Wireshark) ^jUijji^u Jajju u jl^^ *jsiai ^ ^ idS^j 

J! JjA^^Jl ^ JUJ_iL i^ujw .dJ>1j dd£. LajQ^ CjjlS AlSLulil j l J2ljJ — jtsfl 

. Oracle Database jsijjln 

Port Switch j\ 

<lu L-iiiaj &\ la jjLi Aij^j 15a jJiJ j^ju lUjU >ji ^ji ^ ^jjU. jji 3J1 J| mirroring 

. djdrsi!L ^agBaJl ^UdJ La JS ^U'il") AJajjlaJl dd^jj k AJus j^-'j ^ jJl g-alj j%Jl Jaju j'i 



-ddA Jj-4 ifll fVfi fTf (j^^ ' - " ^KdjU 



■MI 



I ' EwnMon... Cfcat «t*t 



1 i™. «fj S.-J 



-A/ 



.j^MSJl^ ^jfjil^l (j-a jySJl c£ >w (Sj^uJl ^ kilJ 3A US 
^^uaJl uUMt J 4J>>j) Jl Ct^_uul Ja 
U^i t J^jJl A^ULub^ J J aSLl La JJlC Aau_UjJI CJ jLuj_jI ^Jt A9&iLwa ^ adA i^Jbu ji J§ wti. _)l : 

^ La jr J>> j^dj AiS JaaJI o! J^2ij ji ^ .5jL>I^ <LaMc Aj Jl> jdJl jlSlil 
-IdA U ^jai ^IjJijJ g-aU jrJt (J La JS "A^y^t > .'A'AUMl adA 

: ur L£ ^S^JJS&l CjJB^ tdA 

A-Jl J^ Ju ^3 Cu^jj^ LtfUSSij o'l -JjLi jjl^Jl ^Uaxml JJl (packets) pjjJJ ji3 
-ieLajjJl adA J Aa^I) dLaal&J,! £y» MJia^ ^fl ft ^"-M J aS^i^jJl^ 

JJl cLajjJJ ^ I „"-"•*"■ ^j-uj i^u^ll CjUMc (j-LLu JU: JJl AjaLilll J| 2LuuJU La) 

ad£ Ja>£- l^J^ AjJLJI AjiLa_dt3 (uUl> J> $3*4 J^S oj^j-i iCi^oSjj^jiJl ^Uaj ^ {Jo^oIju l«S 
Ji wtcMUl JL> 1 jittt2S3 ji Sltt&m adA £ .Sc^jiw^ aI^u a2ljjIaj CjUlaslI 

.J^Soj^ 

f MSJl j! J $cu Jl ^jU",.." theX ^?»U'.a „Cj*>u ^ua CjUMc: ^ ^au JJl a/tU'.qlt A.uu,JJb Lai 
j"-<i 'fl; - ' dj* 3 SUflta^ a MVt< (Si^alil adA ^ lIIUJI j^c J2luI ^ JJt JLuuaJl 
. IdA AjjuJI f*lS j^I dau Jl ^jU"„." lIIj! JL> t jjSbplj A_Llo^I dLouaiuJl ^bc^ai (O^J 
■ A*u_xjjJl ^uUjJt A4>l^ jx. Aia_uu_j a j_u CutS adA 

jSUjj Jao>« L±it jj ( (client\server) ^laJt/o^ 1 to ij^' J! Jajju o^i 

tlAJuv^ aJo^^a l^Lt>- j^j jSlaalm ^Iljaj tdjda&Ub AJJbcJ,l diUJ (SjiiS) Su^to3 Jax. 

: A44II j>a2fl adA idljju . AjIJ-JI J_4 Ssl jiJl A_lUaj ^ Lb Jju .^JJ j Ja^U 

°p JifcJ J 3S ^jJl £ aj La 
A^dau^Jl (ports) diult ^jj La 
? Unj-LU Ajbtlw^l A£j^u L-? & La 
^^fl *','.' ^-La_i^l jw« 

.dULaX lijUic J^uU 5 jyS q\ju» AJ JjoLjJI^ (JJ^illl J! A_ujl 

. JUf&l Jwa ^>Jl IdA J I44AJU ji Alaij 
.M^-vl^j JUI aiSilUJ U-)td IJb>l^ M> -diLui l> ujJ 
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o-» J-»5?i JJa Ais-b i^fij Forwarding Information Base $ FIB 
baJ Adjacency table ^liJi jajsJia Routing table ji 
^a^oaii >s ju js (>« ^.".u,i,uj Jb>u^ ARP table ji juia 

juiuj Ji'J->- (j-^j (jic j irv'i'Ai jS^Ls JSa £V_jl JL_iJl Akuaj (J! UjLC JLSa. J^l (jl»- 

iuu231\ ajA .bl^s jji-jj I j] laiii b>u! 

? CEF JI Ajjju Jblaii 

S j;Tnnli CilSUAll ^ [-()U>^M" Aja^lla s bjfi |«^« s^yi ^Jx. 5fal (jnTit 
■ jin'i AbjjuJI a -U& £ji> I jJ Cu jJu2?l^ SjjjSJI CjlSjjiD Ag»- 34 ^ dj'inHI a OA 

(»J Aj Yb'th ajlA j\ Ujeljluii JaljbsJl £Lub £aiial bjSj JLu ! ACjjJI^ sl-lSfl 
T jiaj UjLiC (jjalS aA jimfl'llj f(_Js>l>- gUulull jlS 1 JJbJ JUJL»- Siji l£b fUU 

jjjbsJt ebb Sjid <u Stjr i Jjte Routing table ji ^ j^uu ^\ 
Route-cache ^ o»bsii jajbsii baji t>-sjuj iJj>u, Q&a jjj*. 
jjj*. js Routingji j4«j ci ^sa a^mt aia ciJl>i Abuajji aja (>aa 

i'iji tViS FIBjJ J^j Ja^ja dJLuii ijiaj _ia_j juij iSi 0^ FIB aAa 

^a^u ais Oaa Route-cache 6 bb s^ici ^Oj ^ juaba Jajas)i (jk: lao^u 

Fast Jl (>4 j^l Ac>u. JS ASLoyU^jJb t^absll jUUil sbT <JLc (j^in 

.Switching 

SjjUJi oja jSJj (jjj^ 1 i3 ur^" a) uduiMJj Scalability 

:Ql"j-»ir>j UAa CEF Jl ^ Sj^>^il Clljunajl i'Ii 0 illV->"j 

Route ,j Adj j FIB ji 21*11*49 Central CEF jy* 

ft iri'j i^jjla Ajjuaal! 7>_i-vjir>a3 aj^ua ajAa j^Lls JSuiu pi'OCGSS 

Route Process ji ^« ^ j^uii js ,>Uj uj^i- 



CiSOO 7500 

series routef 
unning CEF 



Route Processor 



Routing 




FIB table 




Adjacency 


table 








table 



,' Inteifece 




caid 


: E1 


e: 



d 



Cisco 
Catalyst 
switches 




'•. Interface : 
\ caid 




E1 


E2 






': \ 





i Interface caid 


: E1 


E2 







(^rkgroup LAN) 




^ Distributed CEF tfeic jiku ^i^ iLuiiJi aw. ^11 ui 
series cji^j ^ 5j_9?->» uaic jl> (jaj 5^*.5fi ^ ajujs £i>& 

J 2ujlaJl oJjLaJI (joJIj LgUc 2uJT Ul6500 CiUjj>«^12000 

Line js u*^^ CEF tablejj ais«u j»c j ^ CEFji 
2usiis)i jjiossii Interface ^! Card Cards 

l£JL> i^lc I n '1 « JS ^4 UJujUj JUUl^ ^jj^.^1 jx J.rvii 'i 4 JSuZu Jaaj Js^uia 
CiljU»- tjjsui^ji^ 5/u£ll JalJbslI jx. jiim JSAj^ <U 2UabsJl JalJbell dJ Uuata 
4j Jlidl Oj^ol\ j jLlus Jjiiii Jbej! 4f j^j l _ T Lc Lubeil juSiflt'i.) tjjl\$ 



Enhanced Services 



Control Plane 




(Cisco Expiui.ti 

Data Plane 



ji jl>.S *ji us ^ Cisco Express Forwarding «i CEF 

^jic CiULuJI (Jjoj (J jjSi sbTa 4£j^u (_Jajj (^53 lAj^jlajJ jSuaj CusLa 
J_ith"i Jl 2ialii>yLi3 jJ^Ul (jlc Jasj ^^IlJI oj^3.Jfl JaSS Jjiiit oS Ciljj^jJl 
N BAR tfimxta iuuljjl a_iif->ljell (JiLa jJ^jJI (J itjtSLai ^1 

<Lal& a, \fl 4 

j3ajJI (Ja£ SjnjS J^> ebji^l 0' b-df i^isu AxijflUI £>jA p (j h i (_^J 

i (3Uaj Switching i^nj o' ^» l^ 1 *biifi jaij f>Lc JSLiu 

bA jj>$ gj-M^ii jWti (js Packet ji <u»>b (^ui a_rin"iii (^ic ^tu.^n 

2LbbJI a?i/Utl (jiLc Jaj.ttit SwitchingJl ^ jajjfllalssjifob jivioS'T**-! 

jaju Sjl>. otiii*4 ob>£ >iijJb (j^bdi Switching PacketJi ^3 

^304 ji an CuSbJI jJj^uj >J3>!l j>j?ijl,?jJj>!l Jau oljS bt.^xi>^4 (J! 

: i)n<i(j4 jb^iaiti 

(jLc buici Make a routing decision for the packet j/jm 
Routing Pro toco Iji f» jhi « Network Topology ji ciu ^ 

oj4j.ail (j^aJI 2L*?.I j-» J! A3bi2fb TOUting table J}L> (>4 l^aj^aOj 

Policy based routing ji » rmni (,,^^1 2uisji a j&i ju-aSio jjajji jk. 

JLujS -r 1 ?^ OtSI' JUJbu lijo.-v j>JsuuJ u^i-.^li (PBR) 

<U!CuSbJl 

InputJi viuSbJi jaj joi^" ^a Switch the packet i^m 
iubS oj3u ^jjS iubS ajLcja output bufferji j! buffer 

jjajjl ™-.:-.,..\ q\ ^AojmA bA jja NeXt-hopJI ^ ^lasll tj-Jjjl ^iU< 

J.'T""* Ls-^'i ARP tableJi ^jt. jj (^uom o^- 4 ^ c^i'-'*" ^ 

(>» 2ua£.Aiia AilbaM mechanism o'ib (Switching) ZuUali aj^ia 

Process switching 

Fast switching ( default ) 

Cisco express forwarding ( CEF ) 

Ax>bJl ^yt ^^xi^il J 5^ Jia^u ^a^ajl □Llijl Jat (^c ^jJLssjl ^J Ja^tu 
jl l-l>1 (jSJ dSLuuJI CilujaS lamji (j (<i|j_ilf bSjju J^a U Lcaj *-*."".' iibjlajlt 
2^>aJI (^ Jaju (jlll Ajinlll ^ Fast Switching Jl aAa |«44 St yi Jl aaja! 

CEF 

$ Jau buSa CEFjl teu ^ySiU 

Switching technology ^ 5 jbc ^ CEFji o'b w& us 

i_ifi \j (J^Sft L-j jbsL> JL> (Ja£ a^b Aj j» ajojU J aj a Ua'« l^jj^^l^ j< 
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o 

Cisco 3 NBARji i^u> ji* a\ jisjU s j^s 2t>ui ^ 4jJ£)i SdjUJij 
3 (FRTS)Based frame relay traffic shaping 3 AutoQoS 
Ji jjaij ojj^ (MPLS) Multiprotocl Label switching 

ttjAjl/Uitr* LfeLS u^^ui ,jIJI 5 jvi^t MUn'illjualjSell 0 JUb JS Jasu ^ CEF 

M Cisco's IOS 



Router(config)# ip cef 



Cisco 12000 Series Intornet Router 

running distributed Cl# . . 

www.n et wokset .ne t 

Route Processor 



Routing 




FIB fade 


< > 


Adjacency 


table 






table 




01 Cisco's IOS 



Routertfshow ip cef 
Routertfshow ip cef summary 
Router#show ip cef detail 
Routerffshow adjacency 



uUa>M-4-njLaj-4j csj CCIE Jl hkut 



jui iuu»ii cjU^ji ^4 aaLbifu cisco press and cisco learnning 
s >4 i^Uaj cu3fl CCNP Academy 
clv fditU cauQ cjUIj^ji y.Uc ^ jSLi^ <l>.i coS Uok» dynamips then GNS3 

IPExpert with dynamips files including initial ou^r ^ixi^i <>* oa^i 
>w 5jLjj $ s Aiij jUaj cuiSg dUMJi dja js i^Uc joial cjtoj configuratio 

>"il^inj { jbi ,14^.4) J^ail di».j_4 uL>. wlJj J_a_i Ji!! j_i JUjllu Ci tS a. ^y^^j^jSUUl o_L& ULasti ,_Pj>>J 

tJLqaJl ujMJI j_4 SjUCuuVIj J^bJl ^ ^^Uu-jj CjLfejjjt *m \\ ijsug U^uj J^ju Lji_uj JaaJi Jw>^ 

UJuLoj tti 4 l^V ajja-j Jjk* LojU US jSL' JSUJ.I j^jj <ui jl£ jia JigalU j£p>jit 

)INE(internetwork expert o^»^ 

2u-«S JSUil J>b»5 CjUMJIj l-uSJI aaA Ci jStj U it->^ 

u*. Jj^v gns3,dynamips ^k* jj,.uih Su^uJb 

0^ OJU>-60% 2LuuJu ^.'iwjJj) ll dJbw ^ £>£Jj gJuj^Jl 

• j^i dyna ji ^k: 

?l4j-a jUlLuj ^jILv u-l ^ui jJl ,j l_llulII l1uI£j sQijLa 

OlS 5 a Km a ^JUa olS 2ujliJl 3 jitj ^'^M uH ,L ^' 3 ^ j ^ o USjIjG j (Jj^l Sjii J 

jx. dill (Jj^iu cQJliJl o jX\ 3 sUJ JUrtJi ur^ 1 (J^uli ^ C«3j»j ^<ui/i 

jjiauJl La d\ jJ&$ j-& j-Ulj ^yjLUlj 1 5 J^^l ^jk- JlaLUl iJ_l3 jLILv^I j^t?=j UjIj ^aji ^jSJ 
jyL j^SlILuj 2buILlll jj]UULj>j ' .'j 1 *-* * x^* ul^" J'j'"* 1 J^*J ^ l?^ ' J - > ' j- 01 '-^3 jLJJ».Vl ,j 

( jras ljjjGj jjjS troubleshooting JjU^ ^ j^mi u_yjjaJi j 3^s l^ji ju^i 
^ trouble ticket 

jLO^VI 

^jiii ^jjiaiSSj ^^jjJl CuJaJ ail JLazcJI ij2Jj Sj^ol (U^jjJ^ ^^jj^LoJU Lajj^»j jUbta ^^A- 




Cisco Certified Internetwork Expert <o«eiJ ji^ii-i ^ 5jt*iJi »ja 

^^£.^1 >-LL> L^U j l^OaIj Lpt Jj iffLtUU* CiIjL^uJ 2luuuJL ^ J^ll j^yft CCIE fijl^U jUAJ 

3jL^iJ1 ojUb k _LpJ ".I .1U" « y la^j^L ^ . w^^aliLj (J-I^J UuS uijJU -_CtJ J_j ti^jJU JI 

ddA f»jLoUl ot£«VU£ -*J2^ CCNP ^fj CCNA ^ Jj^sdl j^mjm la ^lij V U^jij 
d_j jJ OjSLi iSj^jMal\ (j-4 jSUj ) AjIjJL^ sujJj CA l>Ub { Sj^iLui SjL^uJI 

.l^ji J jjU JSJ ^uft] ^ CCIE 0^ CiLibbld^l a OA ^lALmj jlS 

Cit^L^ii jjJLabeJl JjjMH ji Ja^f^l CiLmj «U j12u ■ Un'"! Sjo?»J 3 jJu3 ^{20000 

.3jjIjIIj jlju^yi Jaaaliu a -L> jj ^ jSVj SLLaaUiti A 
djld^o, J^jvj Jfu LjjJU; JjnaSttll JSJl j-a ^Uij till Jd 
(jifcL'tJi-Lv j-iiuobsJl -L>-l ^4 dJuUeu Luj^i d2Jj 

fiublj-ii i^jlA j^jQ^ll jAj CCIE 3jL^i 
IjJUflSaug r^5L'da j^ii^ Jj£. OjSu <UJl cLu jij dJbLfdt o JL& {^SLJf 

I ?f4_^t^-ll jj-iLi ji J_a 1 

Cu Jjl ASj-uU Cj\S1llu 

^CilSLuiJt <Uul jj ^4 J-LLjiJLi CulS .JuS2: Qti 

A 1 ) jj^.,. t l jjjj t 'iA 1 ^" ft j 1 ** 1 '1^ j ,**tt^ 1 ,7ilt 1 ij I rfi. ^L^jJLj "'1 \ ' , trtt 

jjjja 2^^' L 1 -^ l§ ur^- 3 ^' jjSjgj '■■ ^jju Aji ^ JCa_$ 

CCNA jLu^L I-L4 M \2U gLgill cLjljl UL&CJ MalS AJ CxujJJ Ci2t^1j^ ^AAC Ux4 JUj^J 

UJula l^la j dumps jj^-j ojjuj896 ja jUi>^i jSjjicJjULiijalj jLajJicmajj 

? AjJLc CJ.ua.-v- ^1 ClljJJkJl J ClbLjuJl ^ U3 tfjn 

CCNA,A +T MCSA,CCNP,MPLS(CCIP),CCSP 
And at last CCIE LAB V4 

JjljjjJI Jjii-i-rll J Mi. '\"t(jy 3 J^f CiUym»)l ^ys> L»4:^ 
jj^I^j J^£.l uluS ^jxj' Sj£l i3l«U j^Ji ^ 

virtual , j&m^n ^ dynamips,gns3 ^ijai^L i^ic cuii: cuS o) i J** 11 fe^' ^ - 

machine 

?L^l4 CxwjJ i^Ul ClLVl J g^LUl J hyUSJl CCIE jbsJ-4MJ j^ua^Jl A-iiLtSS:^ 

J5li 0- iUts CCNP 
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LU_a.L_u ^yJl d\ jjitJb SliUjLmVtj Sj ^> ^11 3. juSSU JLtaJl (fl-jill^ -U-> JSaZu isUuljjJl la-da 
Calj-aj Cilj-4 iJLajJl ujjQJt jJc bula j-*£>l_t y ^aJl ^jlaJt j^jlc J_a5b" ^^SU Jbt_ll 
5<lJ_C Jjir»<l Lj l>» Ajt-uJl jLmCCIE jtjU-Wl j dtlijJtJ CjjIS Jaj£l4: ^ 
^I^JlusI ^jaaajj ^LJl f* -^i pj v ^"ltl (»4jf^ >— llmijJ jjjjj-a CtlL*.l bl ,J£ j^^llc <UJ JUseJl 

<dJ JutfbJl^ L-iSSgj 2QJbJt Sjil ^1lL> j SJj^j juiuj 2L_otfluJ 
J^Lm aAJlIc ^pjJ (jaaJl jl Ul_c, ^-U-sJ' CibSfl j fc£l34clm ^yJt CiljJSflj guljOl _>s> Ul 5:^ 

jlauxl mj^i ui^Ui ji Uui* 2uaLb2U GNS3,DYNAMIPS Uui* 

^^LjjJLj j Li JIlujJ 
? Jbl JLtfJU I jU 1 7: ^ 
jjiabjJl A.UJU J> LL& CC I E — ) j*_»lieJl ^-iMJl (*JU0J 4GJl>3 ^AJl JU>.jJl a/b Jibi Jt£_U 

?J^ait ^b^yC. jbl JL^uJ^u Ijbt 1 8: 
^bJl eV^A <L>Ijj^ joJjjdl jL^jd) Sjljt cI^mi 4_i J-4J-JI Jjjjji 5^ A-f-'j-^ -ibsi -CgA-a j^MJ La full 
t_L>1 !_Li£. 2Lujj^ J-^ cMJ 1 ^ ,jj£jLii_a M_j ^MLi but Ijui j^tu 1J_> J^umj (j^^ La-La 
<LuljjJl ^ic JUlcl bub bl_s w w j-il^ J^Jti l_ (Ajl S j-o J_ji -bus. [aJbdJ^ SjLoIui^I 

5 NETWORKSET ^ *t>&u 5 ^1 aus 

jj-ibJl L^jb u-Ltta, b-b.1 2La_A_y 



jjjv j jX, dbl ^i^^j ^4 JLjj_ib» j^jlt J j^ifcU — cb^ J 34^4 ^Ubt4 .bui£ ^5^3 ^ll J ^13 j 

9 Jbtlt t 

b>il 1^51 j J bl^ »_ i jjjl <UilflJt ij V^Ji J^ 1 ?* J5 ^b i 1 J""' JL%il '-^ vj ^LxjjjJl dbaULl dSl\$ 

l^i JJi J^s ^Jl^ ^ii> ALabj_Jb 5^j_wm5 Ljjl ^LSbbVb tLdbJl l_LJjJL1I1 CllSj^Ii ^ibib 
b)^ S jSl jJ,l -UjJ jl LlbJl QjmUJ a ^Lbbcdt u-bSUl jj» ^ JJbi^ — 3 jisaJl ^ j^l 

jij diji tjic JS3J3 2uj>*Ji ^«>. gns3,dynamips 0^1 ^Jj-i^ c?^*^ 1 

t JLjI ^jjAj dlJl jl 

?4U ^-LftTu ^pSJ jSuUJ "■ Jjbl^ui J_cti*aJl ^.lL3l1L] ^-trtuaJl j bill ^ <iljl^>-| ^ Ijb) 1 0: ^>u 

SjU>UI aJL& Jl>DL& dill clb dlilj bbljJtiLi^ t-ittLflju ^ bub L? lc. JS^U' Uui^ 

,JUl CjI jSaXS i-ufll ^ U 1 1 ip* 

CBT nuggets only for , Cisco learning ,Cisco press jSi ii usu U( 

Jermy 

?CCIE 5jb>i J dCfly^fajl Llbl£ bajS 1 2:^ 

1 L_jjJdt eU3 lIuS JaaJI 2L>-bw 2009j20 1 0 ^UJ ^jUtj INE 

J4*ib bJ ^bJl £_3j-? j-^ 1 5^ b> llflialiSlj jbiS Ulilul M*i LuV Jbi •JL^mj 

93jb>iJl ,jl£. J ^astJl Jj^CCIE^ (UjOJI J £1JLl^U Lj liil Aij^laJl y4 U 1 3:- 
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^JU)I <| CCIE SjI^Ii Jk. J^l> j^Xui ^JUlt CCIE l^m Jk, JiO> j^ai&i Jji 



Name 


Certification 
Type 


Certification Trac(( Certification 
Number Status 


Certification 
Date 


CHANG 

r.nr j Kii.i 


CCIE 


12303 


Routing and 
Switching 


Re-certified 


26-Sep-2003 


CHANG 
MIN KIM 


CCIE 


12303 


Service 
Provider 


Re-certified 01-Sep-2005 


CHANG 
MIN KIM 


CCIE 


12303 


Security 


Re-certified 


02-Aug-2007 


CHANG 
MIN KIM 


CCIE 


12303 


Voice 


Re-certified 


21-Jan-2008 


CHANG 
MIN KIM 


CCIE 


12303 


CCIE Storage 
Networking 


Re-certified 


03-Jun-2010 



ji. ■J-L-^.L'J CCIE Jl Sjl^ui ^jjLC J— Jjl LIS jJU (J\ Jju 

CCIE 

L >it4>- Ja*j Jj-alft L ya5tii jS^gj ^taji learningnetwork 

5 (j in 1 1 jjg^-'lt 4Jl>jjJ ^ ijiJI (3^2 Sj^KalLl itStLi^il CCIE ^jJ Clljt^ui 

o 

JL^ ^bejJI qj> taiai j»bl jjji Jbu Ajb dlj i j| Cr?''^ 1 -" u?l ' a j^ui 

CCIE Wireless 
Computer Science and Engineering tSjjSJi LLta-t^ 

dljjd CtS^JI 3dj->ll ij>i L) (sJL«j J^i (j^j taSS sCtc ^1 '.'.""J 
Ltlai^ J Jlui ^ilj jJ3 sU |%lsej jyS-i j^&l 4u£ Jjja^sj ^.U 



(sJUli ^ CCIEjl S^Uji Jlc Jaaa» jj-a J5I Ait Cbbu Jl^u 

Jj JL>-la Lf ujJ CCIEjl IjLu J^l SjLjJL>- sLa^ius fl£ji->.i 

Binary 2 A 10 Jt l ^yu^jJtiajj^j£Mi^a^CMg (J a>jl024 

iiUaL>- Aj. jj j 1 U" (Oj j 1 024 (^3 jJl L= ^Lc Sjlg^lil a-^i jniniuJ Jji Ji^i-»- Jl^j 




?CCIE 

Terrance Slattery j ^^1026 ^ jji jaaj ois Sj^iJi sjia ^ 

J^aj fi-SjJl IJlA^jS L-UjuJIj (jajttili J _a5f 1 025 —JUJi ji l^^uj 

ojSLi ijj Stuart Biggs o 1 *^^ 1 jij^'lj pis tsjjt jossiJi <J 

j^i Terrance Slattery 
*j Sj^ko o 1993 
j>id]t yats^ijfi jl>.i (>» ois Terry Slattery 
CLIdevel 

opment, consulting, and train- 
<gS j^i U n_iinbj j»Sj2000 fit us jj j2j ing 
Netcordia 2b_.iatii 
^.^fl I http://www.infoblox.com 

3 jl^oJ I oj_b j-a (<s_3 j __Lw J a^__5s]l a 




4°) 
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o 




dUjJ u U.',tj 'i jyS, SfljA-ieJI : (<UJ2lla JtjUaj) dDbJl d-uJJ JjjLaj 
J lfl'mll CllAbul LujJ j^iiijiii : J^ifl Jliil 

i susiyi^ii ciisiuaii Wireless* izu^yi jjc d^uaii juas VoIP 

... aBu&li ^ oi-»^i i>»s" Security 
SharePoint ji %^o$*& s j^s ciiabui Ujllc ci&^jLi\j> g t^iidt jiiii 

... IP v6 Jl^i^j 

(_>jihj ^ Auial 'i a JjlSjjlJ CiLuj^S jSl jj ^4ta3 aj I'ljlf* ^^Ui ba. :CjJbJI Jbil 
/ Jjl» Jlia 3^x1 a.j5Li La a, jS'iiijiii jji. CilSjiSJ jSJ CiK iinll QOuaTU 




^ ^liJi js jii 2Lt>i«a 0S1 v>i«j (jaij Juniper jy-u a^> : jS'iiMiiit fjuiaLua 

j JNCIS-ER ^isii ^ JNCIAJunos j JNCIA-EX 3 

...JNCIS-SEC 




SunjLinux+ CompTIA^M^ui j.miaii sui^i -.c^^jS^x 

Mac OS X Certification ^ui jl Certified SCSA10S 

Mia CCIE djoslt J' £LLaij^L>^i ^b-* - O- 4 Ej-^ iA.i.. | .jU",..".,-/.i JljJlIc^ 
. jj^ii (Si^JJl jjjjl I j& iUJlss] (*Sy,5 L^ijaajj JLui <£t!lj t 
OtSjuiJl ''Ijlr JjLalb 1 iilU». j-a JS db >*iy5 qossjui Cul 

SjLtJtu) djjUa- j ( ,Li#>. b dulc JjJ3 ufl)l60 t-(31j) jvjS dLul i'II of A 

. J j ajl V[ ^ou ijl lAJLicg bJUaa- £jj j^a 
^-^ /jUujy I j^t ^ s ^yi ^ Jtilai b Cil^iuu oMj 

cUS dJj^t Lajju ^Ljjj f»_xJl^ j-a Ljl^j^ bj^b 
sCLlUI ^nril^ll j-a J<Aai lJj>I |«J iMmn'i (j}a>bi ii 1^5 iLpljlJl dij jyxi ^^j^sj Lai 

)bjj-a SjUllmVI J jbcja. ^jarCu Laijij i'I'i «i a^»- ji( JLUI 
http://www.arabhardware.net/forum/forumdisplay. php?f= 1 26 
/Jjla LjlMi- JijUa^U j»jLai)l^ i n im^jJl till jJlu^I iMjIc US 

www.bayt.com 

... Ljj dJI jjjiSfl (JLc (j<aJ>> Oi^J 0^ 
# A^jUaJI iuiL-Ji j *LolJl JI # 
::: etflbtJl OdA j j^ljiu 

1 ) A + , N + , CCNA, MCP, MCSA, CCNP > Cisco Certified ... 

2) A + , N + , MCP, MCSA, CCNA, MCSE > Microsoft Certified 

... Cll^juu O^toJI ^jmlui j\jmX\ jj-a J^2(l 'J>r^' 

... ^aj'Toll ?i J '^1 1 ri\ illUaj jS 

!!! iJ UUaJ Jl>m M9 CilSLuiJI (5 ijbl uiuSj IjLjI (3_»t 



j»lc JLac'2fl ^JUQ(s5LLaj LLaaiJI Jj5m JL f J ^b SVidllb j»^jJl ^LZu (Jul 

1) A + , N + , CCNA, MCP, MCSA, CCNP > Cisco Certified 

2) A + , N + , MCP, MCSA, CCNA, MCSE ->Microsoft Certified 

+N +A -1 ijuj (^jjmi y& 

£ Jj.'ii t j Jj'nta IAJJlC JjSLluxi CCNA _i djia IJLu / jLujs : Vjl (^) 

j'viiijiii Cilui jjSJ £»■ kbJbu i MCSA (aii MCP (iJjSJ^ 3 o ^Lalt! 

... ^xa^lui US j^iih in j jl^udl _U2j^ CCNP 
L&JLlc in MCSA |U MCP _i iUa IjLu / Oa^jjiLjLa jWa : Lbb 

^jvjefil ^Ubcj aa ijl^udl J^SIj ^ba^ Oa^ixi^jSLjLa Jj i fl a j J jQT a 

CCNA 

... VL>. ^u^jJuu US ji^ili oa^d^j2bLa j ^USj^ MCSE oa^xu^jSbbi 




1) Cisco: 3years (36month) ]3m(A+) + 3m(N+) + 2m( 
CCNA) + lm(MCP) + 3m(MCSA) + 6m(CCNP)[ = 36-18 
= 18 month. 

2) Microsoft: 3years (36month) ]3m(A+) + 3m(N+) + 
lm(MCP) + 3m(MCSA) + 2m(CCNA) ♦ 3m(MCSE) = 36 
-15=21 month. 

aj l-lliuj t^jjla AbUaj ^bijVI • U U.^j tuJLua sJdl ojii o' (3^-^ *- L£ " 3 
i c^jji 4?i_itj V 2ua tU jJ o jJ'i LajL^II u_obaa 4n_nl J ^ai V jj-Ll!i jrr> ) 
Ciajilmi ^)Vl tjl*- CiUij^SJI — Lb ^>i J^aLu Ijj ^LLsaiaJi v_ib lJub J>ai 

... Aj-tjUfl Cjl^Luj kii^jdi oJLa ^j-a 

?«« 2l1uJi ijLi j Jaiij ijUa SCuu UJ ^jOj Jia i jJ 

jUl>l ^jU. jjla hi dbi JbOlcl ^jljbjujjl SJL& JS ^jU. Jllluaa- ji Jbuj jVI 

ijji ,_)i Jja (jSJ^ i ^jjta jjSa ^jbaJJI j'" m ,'.' i'l_ilf ij^dl jJ i^SJj ilWaju MnjjJa 
... La (jh'i'i JUji £UjLa_Jl lIUj (jiaaJ Jj^u ^ 
jl 3^11 jrf Ji^l f jr^W ^j^lia j-a villa La ^yitui ji LiA Jbji Lit ?ifl_in-tell 
JS 4UAI JjiolnlH Jjs jjSJ L>jJ>-i 3j-a fsju JLjJL^ «ua Lutf i ^5TI <U^jl ui 
... 2busl^ j^ai/l O^Sj ji >>-ji jl>uil _wa jjjbJI s^xll 4j ninbuj (j^JjS ji sj^ 
i i)U2mll <dJlj j^Lail jjs JjVl fjjsU jLju-ailj ^_>i m ^jUll c^3e]la 

jiiSi ^i SLaLv s JL>i jjit- bfljjjl _w;aS JS Jjj^jliu ^ j-i j alm'i Luj 

... jja^it tjJi^ (j^ij^SJl 



ill 



_jll\-i...Jb iusL>- Sbuj^; 2Lbta J^i NetworkSet 





78% 1 1 






19% 


I I 






3% 


□ 






0% 


0 



jAj Jpl jLiJl £JLa J Uu4 <Uuufl wy£ £u i$*a250 ^Ija g«i isJI \iA «uu^U 

a$)laH jaj J;'"' ■" j£ 1mm 2 jSJ jAwi JS$ ^jjj J&uy jl^ll ^Uij <UUal^l 
JbLi <0±4f (t&ui 34 UuU JaJi U <LUU J 4ULal^l ^JLfc UuLw ^jJlj «JUdU 

>£-Jl 5J5 >«&a/l J t^ljUi ^ JSJ ^! o^' 1 (j* l>*iTj 

admin@networkset.net : ^ j-flijaij <lu;i ^ii 
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JUNOS 

SOFTWARE 



ijuniper 

25 NETWORKS I 



Cisco Systems 





huawei 



jt jji ryi i^^uiwt^^UjSiia^idjAju^^: Redundancy ajj tvilt 

jlfl ;_lLu*Vl f l_u— t/sf <UJ^bJ1 j-4 5I Drop ^>-Uu Jla£, t^l Ji^-w 3] dill jJia V j£ jyJl 

J*aJJJjSf1 jj jyJl jjjli jl Jl JSLiil ojLAjSJaua Ajlibj Ji-JUu^^ Backup dj j_$btw» 

^Ujlj^ILuVl 3 *>jt-^ « j_g£jbu JlaVt ( _ y Lc. bjJV cu!il-U*a!l ^buu biUjitJl (*u_bb ^lajuuS iJSAjj 
^>L> J^lS Cluster »lLu f 3 ^Uxabell DJA J}UjbJ ^LulSLal ^ >>ifl d^aJl jSU sjl j film VI j 
0 j-i jl Jbb IdSLAo, -L>l3 jijui j_» V_U t$l£ Cil jjjyuJl j^ic biUjieJl laa^a £_jjabb ^3^3 bb 
j_a j_* ui^LuSll s^U*]! J-i£- Sjbj dbl US i^JU j_a djjUlc.' jj£Lui OUtJLsJl 



a. 



t^?>A 1 t i 1 1 1 ... 1 ^ .. 1 1 1 n i fli^ej ■ jCiii , ... jJiSl_j 1 L^l l 0 ** A JS jl bibs - ■ *^** 

jj£l dbSU £ai\JU fllbj CijLbbl Jb Lgjlb bijUbbl U jl Jbb L >«5bdl LT U: <dSU ^bea dbl iJUp> 

L^ic Ja^jjdl VOIP Jjl4 cjSitiijUii I44JJ0J ujUjJcJI jljl IUA3 tljl jJiluil d_Jbb^l £>bA 

^ 3 3^ bS jb 3J jS»l ^ n^* 1 1 ' **t^j l 1 \"^\ ^ ' \ - • jU2 Ib^J jmJl ■ ? U (j' 1 "' * I it 

djl i— LAJfc- jjjjj*. fcab>4ya 5& d_>.1j^£> (jjjjSfij jJl jSD J£U £L*^I^4, Jj^-b 0 tjj' ^* ^3 

(TiJj^ljJt £US JunOS 'fl'j*" 1 "' ^Uaj^ AjIjlJI j_« jujj^ jl JbttJUd jxjj^k riSjoL <L^>-lj U^jcjI 

pii^u as^ia jiaj ,jA_5 Security jtejb&pAty Switching ^uf.ij^iJij Routing 
1 FreeBSD f»Uaj o* i>«$ UNIX (^-Sujji ^ ^..^'ijHi j-» jj*--" 

j^£l 5 j-4 1 000 u^J" Jj^" 0' >i A< jl 5 j-alOO j^*"— " ^".Cl j-CjHl J". ^ UVai j rt",,. ^ 
Jjl >a ■*"(]"■—; Ajl jj^La J US 3 Open Source jM.^U r j" n a ^ ^bta j»liiLJl \JA q\& 5 ^ 
l^j 4S_uL |j£ Jj""" a Oi^d jagfc^til tUu^b^ Aj^JLua]! ^ ^jlc- eUl ^'1 g^'jUJl ^w5LLlUI ^4 ^JjUclLLj 

Lgjl jjfl"- ■* jyj-i$j>> '"''"'"jj'- '-^5 i)jSUlL4 MdawttJI 1 jj& ^jl£ I jl j^juJl i_u& (Jj-« 

i Core Network ^Jj^ii jjSJi ^ ojSj o' g'^'j 3 s*usji uici ^ 

dJu) j^Sl i_tlaJb dJ Oi^d 0' C-^ 1 ^ 0^ CilSLulJl | j£ ^LJ!3 JLaju 03^d i^SUj cjr*- -Jr*"^ Jl! j£j 

i^jhiSS o 1 Ji^eJ (jill CiISjjmJI J juSi 1 Jufe 3 IT ^ ^5^1 5 wA&Jt jjj ojUULi aJaMc <U 31 



SnUlU CiVbtil JS j JaLiLj l^jdJ 4£ j^Jl ajju Huawei J^ij ^ij UtS ^ ^ ISj 'ifti 

J ^bJl dJLA cUUb7 0 J 1 3^- LujjOjj CilSLuJl J^lbu d£jjiu J^cl ^)Vl cUl J ^Si q) wU*. 13 

p m&j JijUa^lt JL>I JjuoJ Jlj^t j£ lLub-JI jLlc Jbelt t£ilJtSj ^i>>b 31 dJajjla-i ^^Suuill k _ ? Lc 2ui-L4 

Network Solutions 

.c\S jbJJ J^b*. f*Jb\j <bl cfijdiMiu qoobmAS (yi jb£l Oi^d J-^'j^' '-^ 

tGUjw i^Jub-u fjascOi |JS j^i^jtj LbU>- ^mSuuIII d-LaJbt ^4 ^bb j^lal bJ^Lv 03^' lt^ 1 

. Aii^j bb jbbtJ ^jjSL'uJ f^lxlb dj _LiV Jj J^Lsu d_jl ^jibJl bob 
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jjSLj d_ij^sUl d_L4UIb Ct-LiS (dJ ^13 -ajjI jjb j^su q\ ^Ul cUjjjtJl dJJJb bbbUS 

&jula* ^ bw j^Jjb bblS^ CS jbaJl l^j^I OjS^ ^^SJ^ J4>- J^b tU^btil J^lus^ Vl ^jj^ 

uj\£j^Jl 3I SOMOdj^LKaJt _>bJl " ^Lc J^JjJl djjb bblS '(j v t7> " OlSj-bJl 

^ tijjS ciis j-i ^b^ii ij^] juus jj-u ua^*. Aui o-iWi Enterprise 2da^>m j j^Ji 

j»_bbbb l^J iJau ^yJl dSjbJl JM> at 2UuljJlll clj^u bjbc ^aui Jb JuSl (JjSb^w dbLS <uJbJ^t 

^SbbJ k _ ? iiL I^J^b*. jbiSJl j Cil£j^uJl D_bb Jl»1>j >s bjl£ jbJi 5& 4_b_ f^lSHj ,bJj J^i 
ol jl CUCM jjeiU JjS jS~.it j ,m Ji4 5 j^jS Jj1> ($5$ I4I4 5 j^iSJl Jjirtll Suali- 
jt2000 j^j^ JJJLI13JI ^ - (^yli. J^ub Lujib ^jIjJI 3* bjJbJi jbUsVl Ji jlS j^ -j - ■ 

f^AJbu bJU j J* jbSl^ ji.^'mHI obu ^UlS Utsbbl dj^ j, Ij^cjI JL3 f«JBJbu ibJb Jbu ^2003 
RedHat bjlA JUjJl d_au3ab (jij Rough CllajjjUl L_ULual j_a jbbb iftjuj^j ljjUL>-l JL£ 

Jjl»- ^ jp5Jt jl Jbu sbU j^3 Jjbell jb*S ^ 05 J JUIJU3 b^JLc. ^buLu JuJLaJl 

Asterisk ji^SLbbat VOIP 

SjLu j-wbb Cil^iJUjJl i^SJ d^bb^l Cit jijy^ ^4 JuJLaJI bU j£3 CdltOS ^jTiJm ^3 

" ^ I I ^^^^^J . ^ ^ P ^1^1 ill) J l ^ I A ^ * ^^fl^JL^^M^Ui ^"*)l ^J|l^|4 

^bi uva ^1 3^.1 ^juwb- j£ jS^a biji dj>. jjj j a cjIa jjj j^SLbJ 1 Stability <u jijJoiLuVi - 
Server Room s^vt 1^1 i£ki*3 >ji IT lHj^j bji >a j^ji ji bjisbbji 4a 

JlbLtl bjJLsu f«J UUa dJJLu» djl Mj juJl tbJtt ^lc bu5l jj Jbl ^yJl d_ijJVl ^lmj tajqjj ^ 3^3 

.sbj^sjb 2bd>i^ 2uic suijjjSJVi sj^^i j-4jg jls & L^Li ji Power Breakdown j^l 
ill*. (jJii. ^jjAJtA ji^. diji j-i juc Aji LujJ jlSjIi j-4 :Technical Support ^jJi - 

JjLaJbk- jjtuJl ^UlSj^I 1 JLA slj3 jli l£>>I tUbibba CjlSjbJ Sj^s-I j^a du^bu U ^4 dbjbllb 
I b£ 5 jUuw ujUJl>- jil jj ^4 djl buL>- jl^ell I JUb plj-b Jjlj l&Ac J^uasell •jU",,," i^jS-l 

i.yLc-3 jUum o jjSbya ^UbbJi ibi. jli fbub&4 ilim^Jj dx. ^iju biL» Uitsll adA bbLS jl >bpL>a jb^Jl 

j>«b CuSIj ,>Ubj >1>-JJ bJJbS -bbjJ d_ajbcJl p j ' ^" ^4 ^jJJLd ^j"— " jy-^" ■" ^ibL2 la J^^I 

Ticket Number 

<lubl 3 Jia*Jl bj Jjtjj i^jbbib dS jLIl4 bJ j3 3A dla^ blxlc. U JS3 d^*>b«» 3 JLLii: Vb 

BUG bbjJ U ^ WIiii 1 JSb —U Jj\"- dbia £^La^M Jj^3bt4 j-4 JUJLsJl -La-13 

Q j£j bbl i JSJ&3 j-d^l IdJa i _b>- A^jju '3 bMl^j-Lui Lbj rflil tbi JI3 JbJl JLuJbejJl jlaj itj 

bbj {444 j5b J 1 JiaaJl ^>bjUj bbl 3I JlaJtJl IbA jMbJ JllidL! SjlJLual j_j bbl Ul t ,ttu * 
Jjuu Sj^w bpl VI jfiuuJ ■■• Jl d-LubJb ^jpilJl f>k£jJl uuu jl (dX.jJl <B jLC tdJb£ j^J J^b 

js ^ bJjUbb jSbu aia^di adA : Resources Consumption jji^ii bJM^i - 

I jl VI GUI d_i_« 4>n j ^jb^.13 d_jl Mj jjj^bbJ Ol jb jui i_JLCt jl b23jJtil jl bi_L>. ^mSuuJI tUbait 

aua'.n ji 2uj356Ji odA jSJ Gnome/KDE ^i a^i^ji ciAj bbi 

^ ,^41 JaJl ib& J*sbj bUdSj RAM f»l jJl^ CPU jjiuj-^jOl bJM^Liil j-4 jjfljj 
jjlc iajub lSS Mj C133JI L> *jj ^ Processes *uUt j-4 >iSL f»j2j jl ablSUL L) -iSbuJl 

jbSl JUljbj bibJUaJl ; J,jt3l IJLA ji. j»MSJl *jLlL*U Lbe-Lual j^jj Jjl^ll jjlaj ^4 bil jSj ^jj^juJl 

NetworkSet 



o- 



W M M M M A 

mft 



o 






A 





Call Park Configuration 
Cy> call routing -call park - add new 



.iN.iii. 

CISCO 



a-- 



AAR Group 
Dial Rules 
Route Fitter 
Route-Wun! 
SIP Route Pattern 
Sg Ve Class of Control 



nistration 

is Solutions 



= Mau r Device <r. 



a dm ink ku About Logout 



r Management » Bulk Administration * Help * 



Related Links: liEB!MIJIBIlHB.P EH. 



i—Sta 



Stab 



- Call Pai 

Call Park 



Client Matter Coaes 
Farced Authofbraboc 
Translation Pattern 



CalPar* 



Drreetea Call Park 
Call Pickup Group 
Directory tfumcer 
Meet-Me Number/Pattern 
Dial Plan Installer 



System w CallRoutmg * Media Resources ▼ Voice Mail t Device w Application ■» User Management » Built A 



Call Park Number Configuration 



Related Links: BHWBBBWffBM B3 



o 



- Call Park Configuratior 

Call Park Number/Range* 



- [ Save | - 



|Q ^Internet 



5_J* Lai olfejVl tJuft ^ 0Jl>Ij djla> 'j^^-j ^j-a^ ^jitJjiJl CllJLu ? L3 _lui (*J 
Jj jiUajl BSLuuil =LL_iL jJ_<^i! g^ftioj <jJ Ajl CiJ^j (j^jl ^JLiflll (3J-»c joSIAj Jj»_l2 

.^^jj 1 i** a ^^m^o^^^ j ^*^jlL£ ^ I ^ ' ^ j ^ ^j^^^ i ^ i W ■ * ^| ^ . f h , ^ ^^taU*t ■ 1^ ^ ^ ^ * * , fi 

J£ j.4 SjLoIuVI^ ^JLc ^ Jat l^ju ^131 d_ajLaJl CjVUall 31 ml 1115 4-JLsJl 

ip phone ^ 

Mda&uA iti nt ^ya CiLxjlSLaVI 0 Jtaj iJ^tS Jljt'nn cuts Jaju -l>-i j jnjllll ijasu U-4 i_l> djuS 

ilmiasaAii 

rfituttu uhjlA ^ Sj ^> ^il Cil joaII La : Jl^ui 

pickup -pickup group -hunt group ji* la?- Sj^s 

park — conference - intercom -call pack-do not disturb 

etc 

Call parked 

? iitSUl ^jSj j» j^otiii SLualaall a OA 

Jli. 

&la3>) j5 Mia Wai'ior I 0 -uSL» Jl otAdJlj I'l.i^a ^y> gjjiJI ^Uj JLc Mia ilul 

^t^i^j^ r ^aiuduj j^iieii wariorlOLjjSLiLjjajjUjucj aisi^jjL j»ca a^u-ji 

l5 Sj-» juislii ujLu« park LjjUaj 

sluUcJi^j^^Ii park so ft key uic hVniia.Uu.ijj park ^a1js'\ : \c l> js 

(•j^I park Jl (aSj iiiLill >JJ j^tajja jjjl .jlc leaLali JLiCJ SjUtoll 

ts >>i aaisi park j**^ >i-i 

:tU --' t&JJbU Cut fLiji/! S jyjS, 3& Jj -L>lj j^ij ^^u-lJ park Jt r4^j : 2uL>>Vl 

JIM) £y» tSjjuu La£ riLtuoL^Jl ^ llu Ij 

i>»^7001 (<ajJt j 111 dJaj 0^ mi«7000 («2jui park -iUr cui 31a 

laSaa7002 

jjjj^iijiaa cluster Ujqc tjixaj bjjj-. cucmuicj*»j call park a^b. 
02f^ji i4>>-Vi CU CM ^ciiniu park ftsj cucm jsj ci£j oi cucm 
CLUSTERj^^^j^ujjSJi j^Ujswjj^jj CALLPARK 
fo^jlOO ^^j->- PARK jj 3 — pt^j^i j-« a^ ^ a j fciT ^i ^l>i^ o^^i 
cii jjjj-uJiui CALL PARK r \iiji|jjj j^ijQ^jbuoiij^^i- 1 *-'-^ 1 j^UJj^Suiajltj 

CUCM zuoiiui 

JLs-I^JI («SjJl ^ L3) PARK J*C i^Sai ^1 CiULUI JJii. (ftS : Jl>u< 
iJou ii jJl gjlail (»3 jJl jj-Ui ji.Sl altsai jslS j JSJ V-itfi^ 3 jj-I^ aIIS^j 1 Aj^\ 

^j. Dial -1234' to 
pick up call 

MpL — ^ , Initial stream 




© 



Sends Call Park 
code to display 
on phone 



"1234" 



© 



© 



■Call park code 
Final stream 



©Call Park 

CALL PARK ijUc ju^^j JjUJi jsiJi 

B Cjj Jt j*~ tl u'*" Ji'^"*^ 1 .' ?y*± A ja^UJI (jlc j* iahLttll] - 

5fL>- t^Ji L-iaJuoi (^lji ot£Ui?.5ii aa^i ji aiisii >Wy ji jujj A j^njiin ?dOLA\2- 

( PARK SOFTKYE ^ i^JL, f ta) 

CALL 

A j>. t-^.",. M tt a,t,t,f,u j\i tbXaa 1 ^ ^-i ^^^^jJiiju&ij^SLjuifj PARK 

Ajjim sUisii ^jSj 1 234 ^jjL AjcLouJt ^ C jj^,* 1 " 

NetworkSet 



o- 



Ml. Ii. 


AAR Group 


inistration ^^^^i|ouijifie^M 


^dmitiisraticri v|Gq| 


CISCO 




is Solutions 


About Logout 




Route Fitter 


ceMail » Device ■» Application r user M ana aement r Bui* Administration » Help » 




Route/Hunt * 
SIP Route Pattern 








Class of Control » 


1 




Cisc 


Chert Matter Codes 


istration 




system 


Forced Kuthorization Codes 
Translation Pattern 
Call Park 






Directed Call Part 






Call Pickup Group 






Ccpy "igh: 


□rectory Number 




1 



I (j^) ;ta-usi Ready 



Partition | national 

Reversion Number 

Reversion Calling Search Space rational 
: .e; a I = f i >: * 



■. 1:- :all 



1002 j^h ,\",\\ j a .-i ,"M'\ '?>, ^,^\\ J , SuS.4j&>, ".1 '.j tuloJl j ■* L^J '"" Q^'j 




2uUc jfl"S"in«5 j*-*^ SjjsBii Prief xl2 *j Park jl u^l^ ^ji 

Transfer 




2Jiu jji til ci ^ >>i 3 jj> transfer jj ^ laj^tu jUJi jit j^sti s j^soti j 
o'l -uiij u#s cUjiiLii s it *t> U jUJi Uitui uh»V »jj»ji'Call Park At 82 




jj^wSii (jic t/J-ic j^?->o IP Communicator jj-i pjnjn ji cuaj ui o'sMj 
park 2182 ji pij aiaojj 218x,«Sj Parkji 




1 00 1 pUj jjnjnii 



ji i^jji ^ i ja i call park at 7000 au». JuiUJi ,>c oj>> park 2ui£ hiinli j*j 

call parkj < j,nn-vnOjS.i, J £j j^a 

|ju»j 12xx Ji»j»l3j5fl|>a2sC3*s«jl7000 Ji» da-l^ Oi^r! O 1 O^Uj 1£jLui USj 

9 ji ^iL*.^ jui».i xo^fl299 ji1200 Jii,>« 




►1 £>i dtuaj call park ,>. j/si £>di ,>» ti^iii o'afi 



Directed call park 

call routing - directed call park 
01 (directed call park Busy Lamp Field ) BLF ^.aj ^1 ciUjhjnii 
lajujaiiaii^i directed call park j»i2j'sf Idle /busy cisHa-uijjLi^gjjy 
directed ( jjjjJi jLaj^i jj) jLajiigj^tjSJ BLF j», taSwj pi L^i ^.ihimj j», > vim 1,1 

call park 

call park directed call park ^ u : jiv 
call park ui «u,iVii,Miii tsiti ^ jji ji aiisai Aa.^ directed call parki : sUb-vi 

o'ti iujidi iuisai ^ b- jiuV j directed call park 0 iJu j Sdj-i ^ aiis* ,>> j^si ^ j 
i/jji directed call park ^ jj ic^tia retrieval prefix j^u oi v?s f>a*iiati 
directed call park ,>c aiijia juji jsiii aiisii o^jiu fu 
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Cisco 
^Unified 



©Dial "21 80" or use 
BLF Button to 
pick up parked call 



Transfer to 80 



4^- 



0 



-Initial stream 
-Transfer to Call Park 
Final stream 



©Transfer to Directed 
©Call Park number (80) 

fifi'm JUajl lj*m*^jg B OjfljntLi Jinp A Q jii il'ill |*-L p-'ini! i 1 

directed call jj j^u ,»i transfer soft key A ojh.inn j«jbsjmii2- 

80 pS^JioSjJi park 
jji^ Jj^kjJi 2uUc jniT'i Zujij s j-« transfer jj^ssiii u^i^j A fjbeimii3 

80 directed call park ^saisii 

— Jdaj^ ?if I onili ^3>j C Q jhji"M -J-p-^J i " i j -*» ClLcUI>>^l (Jl jjUjm ^JL%audl4- 

Retrieval Prefix jtj^j 3^1 1 jib Ji i"i_i-^2 1 {%^>ll 

^^iu (<u ii i)i directed park ^4 1 0' i^y»80 .jit-ij tia-v 15 >iui us 
C i Bo^i^i|>wJ l -"^(«^2180 

. t~& a jy* ^i. sLLiji I4! jjjdt CiS^Jl JM>- JLu&-ba1 (qjj ml |j| i^klgtum IjU : Jl^w 

PARKji 

Reversion Number 2uii. ^ oju jssii i«2 lidJi ^3jJi ji <aisii Jjjsu ^'..m : iuusi 

DIRECTEO Ja*J riUIJiiuwl (qljm LitjJl QjhjIHI ?i'i_Ho CjUu^Ij^ : Jt>w 

CALL PARK 

DIRECTED CALL PARK ^u;„n TRANSFER iw,b- «u 0^ ^ 
Oi5u 0 i jsuj DRECTED CALL PARK 0 a l/jUJi CALL PARK ^ u^s i usj 

1299 Jll200 ,>« I j^i 12XX Jjjt^ji^^axAOj^iJj^^fikj 

Directed Call Park Configuration 
^Directed Call Park ->Add New CALL ROUTING 
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Static ARPJuud 

L%«jj£lUj Mifijijlj fuUMi jUjj». 



151 C:\Windows\system32\cmd.ej 










Interface: 192.168.0.2 


0xf 






Internet Address 


Physical 


Address 


Type 


192.168.0.1 


00-0e-2e- 


-9e-e2-be 


dynamic 


192.168.0.255 


ff-ff-ff 


-ff-ff-ff 


static 


224.0.0.22 


01-00-5e- 


-00-00-16 


static 


224.0.0.252 


01-00-5e- 


-00-00-fc 


static 


239.255.255.250 


01-00-5e 


-7f-ff-fa 


static 











jSIui-lu/ sj^4 js jk: Static Arp ji 

J^J^U^ j5Lj1_4J jj^jjjj ^ -1^ (Ji 4^U£i^Lj JULi£>-$ 

jyS jJL2 ^^ic ^Jxijll tiJL^b (Jl 4_l2 diui^ UjS^ 



S jjiiui 2ui^i Static Arp julcL iju 

CiUseA -jJlife ^jl |«JLaj jjstii ajUjsJI^ O- 4 ^" rtjl mil »Aa ^j^uLulfl Lxfli ift 

Arp spoofingJt ^ l$ jju i^ui^ ^ui jasj^i j»^aj 

(jolseJI jjijjji d)UI ujj^ -Uj_>j j^^Si Ji^ui I.U dUt sUi (_)! Lu>2 I^jlC ^jjbui 
A3£i<b£4 ct^J '■A*' ^^V"'.' J'-Atifl ^AJjJ^i ililaJegll £_J-d' '-^ ij- 4 <^ 

pbi C:\Windows\system32Vcn 



C:\Users\Ali>arp -s 192.168.10.1 00-13-ab-88-c6-09 



Ljjllail (J^ljjJ! liJUtj (jfj'sfl (jJ Icj-tls arp — S jA j-sVl Jjialj jA US 



o 



I >Lui j .jiS >lJ Jjj jJUall j'ntl SulajJfl Static Arp JI Jl I jvi-Tj 

juut jjsft ju»- l jj ( <ijj (J ^....(yij 
arp i ethO s ip-address mac-address 

erhO 



9 cii jjjjJi jk. Static Arp jidtb ^ liu 

,_Uc. fuj jJjjJl ij! Jj^aJ tj^!' *"i.iSU)I USla CiK.iimH J§ LsLlujjJ 

Source&Ji ^jji ^ui Sji^s ^345 Deencapsulte 
Arp ji jljjjjJi jjajuuitj Next Hop ji jjHaj^ Destination 
,,Cu ja^uxi <i.iirn jbu fj J.iir>in"ii oJxa *i jjl! Arp cashe ji Table 
ji jUi>i ujaj Lj^iiaii wsJtli J! J^^ii Arp Request ju ji 
Routing Table Ji JU> o-« W^! J>-=>^i cAj Next Hop IP 

f>^aj li^a 2Ul«aII sjl^j^jjjJI (»LlS (j£ Li^jia ^JL! l^LiiagS iliJji ^JJI ajSlaJI kJ ^^ 
Static JI JMi- j>» ijSjJb JSuaj «ua j^lasll ^pJjji lilUb ^Jfl Jajj-i 

| j^ilj ,J JLUU jS3 s^yli jjl I JUb jlS jj^ jJ^jJ' el-Sl J^J u^J^J ARP 

JI j ^JUJI j^iifl ^>1^i f^jii jSuu - sj^»l ^jk. JlA£.2/b t^SJj C^^JI 

: Configuration Mode 



IOS 



arp ip-address hardware-address type /alias 



tiiui^ ijjjifi 4jUS_i f»_jij lAjju^ arp j^^i ajUSLi p^aj j^sfi ju^i^ yts us 
Encapsulation descrip- j?-i ^> Type 2uis^ jaLjeii u^jji 
ois ui arpa 0^ 1^ tiu >y' cy 0^ 3^ tion 
2ljjUi>t Alies s jj>.Si 2iiLii>5fi ui Snap o^Sj ^ jjjii riniii 
1 oi (jxtui! ijk; Arp Request ji ciUUa jjji jj. IOS ji j^suu 

J UJ I jUdl JI <t>^I!b ^ ji lJT ga juu 3 y w>> JLc Jl JLcJfl 42lj ^Ja Ui 

[edit interfaces interface name unit logical unit 
number family inet address address] 



Set arp ip-address (mac) mac-address 



address 

mac-address 

OlSLuuJLl 4j^U- iUjjX. 4Jl5M J ji NetworkSet 



CO 




root@switch# edit system archival configuration 
5uiSj j»jbtLuii ^u.i L_uSij lAJLtij load merge jtui j-»jfi ajHsl. sf^i 

Ljcb-. jJLui J-: CiJllJl-cSfb jj^sbsJI .-hill -s-lJ Jjtjo, jy--" lsW'J > ut " 



Ea Junos's juniper 



edit system archival configuration]] 

root@switch# load merge ftp://username:password@192.168.1.1 
/switch juniper .conf.gz 
load complete 

edit system archival configuration]] 
#root@switch 



Configuration 

j^'jfi ajUS Sj^ js c£i (jS'j'iiaijl jsiuu .i.^ij (jS'.mI J^iuj File 
a?. bsii jut cijij^jfi £U- jiJ Att\f\ jj>\$i\ 43.3^ j Commit 
ijLc^ EX-Series ^ ia^jjii j-uboj- ~>i "■** ■■■ LS it oj^b Ja^m ju-JaiJi 



j.' -Lie 2uiabl»-i sbtub <lua\sei\ -liblJLcifl L y& dJUbj FTP j£jyw 



transfer on- 2uis jjc .u^s-t^. Ji^ Commit j^sfi 



commit 



WSi Junos's Juniper 



system { 
archival { 
configuration { 
transfer-on-commit; 
archive-sites { 

;"ftp://username:password@192.168.1.1" 

i 

{ 

{ 

{ 




IP-192.168.3.2,Mask-255.255.255.0,Gateway-192.168.3.1 " " , -', " '-. ,' 1 . „ « 

oia. J! ^ Start->Run->regedit js ^ ^i ^ 0 » J^^i ^, j'tau.', ^»u^«^. 0 ^^,^U.^biu ^. 



^ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services 
\Tcpip\Parameters 



j»^ajj o u j-« u - ■^'■j IPEnableRouter ajjuii aajnii ^ Litstjuj 



l(jjlr j_'. ,t ^" 11 .' j* Sj^uaJI o-Li Jl> b ^ui ^ j-lZJ ( I JLu (Jj^ 



<^ Cloud-PT 
CloudO 

Mask:255.255.2S5.0, 



DSL- Modem* PT 
OSL ModemO 





f.'i EnablelCMPRedi.. 


REG.DWORD 


0*00000001 0) I 


,. SynTP 


f.'i EnableWsd 


REG.DWORD 


0x00000001 (1) 


| SysMain 


! *.*|Forward8roadca... 


REG.DWORD 


0x00000000(0) 


. TabletlnputServi> 


Hostname 


REG.SZ 


PCZ 


. , TapiSrv 


* b jICSDomain 


REG.SZ 


mshome.net 


TBS 








,. Tcpip 


■* b jNameServer 


REG.SZ 




. Enum 


•> b NV Hostname 


REG.SZ 


PC2 


. Linkage 


tio Qualifyi ngDesti... 


REG.DWORD 


0x00000003(3) 


Parameters 


•»_ b ]SearchList 


REG.SZ 




Performance 


*'■» SyncDomainWit... 


REG.DWORD 


0x00000001 a) 


ServiceProvic 


»*: UseDomainNam.. 


REG.DWORD 


OxOOOOOOOl a) 




\<\ 


in 






olSet\services\Tcpip\ Para meters 



Valuename www.NetworkSet.net 

IP&iableRouter 



o Hexadecimal 
Decimal 



[I 



£ Mai a jLc| J 1^1 j» joj I jji-f^ M-J J cj! Sjlmti 0 jUb ^Lbu I jJ Cu j_b5(l ^4 J— "j a Jj l^jJI j 

jjSJ 2U4« SjU-L j^Jbj^lj iuJLDI CtbULcVl d^Luij Jk»lj (cSj iSLuill Jin'n Jj'^l )ICN( ~<&jJ> 

1-ib.u- aijjiaJi jueii ,« s-^i t >«iujIP=192.168.1.1, Mask=255.255. 255.0 ia^a 

ajA j«j ■■;» jjjjJi IP=192.168.2.1, Mask=255. asjiJioi>^ ^tiJi cijSJi 

j&jyu Ji-JjJi t^C LsaJt 2CajjlaJI Jl -ibLi. l5 f Ca J * 1 li' *-uSS («J (jjl iaa.iti 3*.j!j255.255.0 

DSL j>j>« SjLc l£ jJij oi >ijyi j-a juaiii ci jSJi ui Gateway 



47) 



NetworkSet 



Binary ji j» j/sfi J^u ^ (*_u6 

la-dag HEXjl JI iOb^selu f*J--j lAJLsuj 
tjU j-4 jjjSUI Jl>\j_9 Aij^k* 4_lUjlJI 

(Ji IPv4 ijjt l-jXJ-JI (Jj^^ejJ 2dajj<uj ajtj^tu 

^^aJLj IPv6 



o- 



Converting 



IPv4 




IPv6 



rtj'ilfl'itt A3eMjl\j 1 1 jjSj Ja^m 5 nil ^jiabjS =16 /9 1 jjIjJi (suuSJi 

5B i^jSu u^^ui 

t5jLuj j nSu (gtbl92 . 168 . 12 0 . 91 (j^j'sfi ojSj jj^Luibi ^j-" 
:^5fis IPv6 ji js^, ojSj juibj C0A8:785B 



yjul (•uieiu.'Li SjIc 6to4 ji 2u^l>j IPv6 tunnels jj titiaaOuij 

j£j4 ^Sfl 2btf£j j»>aj dJ!iL> J* t£jJlj2 002::/l6 jni^r^a 
J II! I JSluJI ^5 uW 2 " ^U^V jj-i {»MSLi5 (jn'y.ifjlb 



2002:C0A8:785B::l/64 



2002:( IPv4 address in Hex):(16 bit network number in Hex)::/64 



6 



(jnti'ibft^ajiji^ua IPv4 ji IPv6 ji ^ suit*!! U n^i.i j»Uiii ui 

JSLiii ^jit 5 J ^» $i\ p& j5f I AjUS ^yi bj f»^2 Ji S jka» J jlj 4 m in Jbil ^jic. 

jk.bj^f^ js jL> s UjC0A8 78 5B jtui js^biii^bj 
t$&3 Decimal js HEX ji Jj$«ij p^ij Js>u< s^iai. j^i CO 

((C=12)*16) + (0*l) = 192 

JUJI JSluJb y^i cUjbJI tUUjiaJI (jllft'lj — uuAJ Jijiu A8 

((A=10)*16) + (8*l)= 168 
78 ^(7*16) + (8*1) =120 
5B ^ws(5*16) + ((B-ll)*l)-91 



ijjHEX ji .J jfl e^jifi 2uusj a. 

AnjjiaJI s jla ^juj Ja^n/ JjjsbUJj 1', ,,, fTib tall o>A&i j'bji!! 1'nlr i— 1>. ^jj 

192.168.120.91 j^\jmute^$3%*£jmi\ 
16 jLcrto.iinfi';.ij'52Lil92 jjSrt(*»aii 

CO SbfcLult Qj^"l SUinjall t^"* 1 . 1 iajLaJ ujuSoj C L gjl..." j^j^H Slab 12 Jljj 
SbriViti QjSjjl 6 (jlc ij\ Sulnjll j ■ Laji jjjbJI imimSH 

QjSo^^xi/d-ul^lll SjrjVillj ALgjbujnS'jfjll ^iiJLilO Jlj8 5L*iiijaJl uSbj 1 0 

AS 

a...,^i^i ;J 7 =16 /120 cJliJif*^! 

78 oi^-i 



Passive Interface ji jau 



Q 



JI CiblJLcl j rt<T ....ill ^JL>U -lLjIjJi &U>L> cj^i V IjU dLJ! ui^iu i^dJI Ji^Jij 

??? Passive Interface 

OSPF 

Routing LsijUjijjMj^^uu EIGRP Ji^^jij ^^jii^iia j^s^jji iJcgi a.... viu 
jcl aj j^uj daj (jjli j oijjjjji joj Adj acency ju j Liji Information 
relationship between two OSPF routers 2uUc 

RIP 

ji^j Passive Interface ji c# , nii-V" suUaia RIP jj a^ju 

jSU JLuj^l iijUr ji. J^^uJI ili^l£ ^iill Jal^jl JM»> yj-a CjUj^Isw c^i JLujj 

Passive Interface 

Passive 2uus^ Routing Mode ji ^ j^jl. o' fe^Sau u^v 
Passive aJL> j Sj^^ii jLauai js j»>cu Ja^*, <jjjij interface default 
^1 o£ino passive-interface fastethernet 0/0 >»lfi ~kpsu?0 

-ULiUJl 2ui»aJl '— -ftla SdaLu-tJ ^uu <ui| diLo^JLatil JLuijj f«J-3 ^jO/0 -Ihllt Joat^Ij 

lLl<^ iajlaj^ Passive ji *ol>- j r^w?Ji cutub^ Passive ji jya^ ^ 



EIGRP 

ciif.nfiii tj^u pMcj gjq jjSjjjjJi ijla j Passive Interface ji ^itf jjtfu»j 
ji aju, awai aKjuaJi j»Sf Routing information ji ju ji JjSpjygK 

CiLoglall Jbujb JL^Ldl u^bJ g o , , , j I <i Iaj l^JLjJbBlu Lp^l ^bXI t j'-* m t ' 

ijl Ja^u EIGRP Jl JjS^j^^j (jlc jjlifl ljji> L^i fWifl 2ujbJl aiaiiJi 

jjj aa^c iil 2uiss jJwj jj^m^ jj Advertisement Ji JL« jb uaa 
Relationship ^ 2uias Js^u >>.T ujjmj^ jiili iAa awui cii jj^jJi 
ju jj j-o >ji^Ji 2u^>iiJi «jA LjjJij With the neighbors 

Routing Update ji pMUj jUj! ^ y^iaLu Ja^ jjS\ 3 hello Msg ji 

tUJI cLt, jl JbXI I JUb JM> ^Lidjlu yja^m^ g ^toa^il I JkA Jj SjLjLoJI btl CjIjj^jJI Jju 



Cisco's IOS 



Router(conflg)#interface fastethernet 0/0 
Router(conflg-if)# ip address 192.168.0.1 255.255.255.0 
Router(config)#interface fastethernet 0/1 
Router(config-if)# ip address 192.168.20.1 255.255.255.0 
Router(config)#router eigrp 10 
Router(config-router)#network 192.168.0.0 
Router(config-router)#passive interface fastethernet 0/1 



Ql.lfl.UI j-a Jual^Ulj oMcSfb EIGRP JI f>^ijki>ui Jbil I j& j jj>\ >>T1 'ij "i"m ml 
eyS 1^1 t^oJI JU ji f*ij o' SUibJI rtS' ufill JjjJV >»5fl rtjfijii-*. ^ Jscj^O/ 1 ^0/0 

Passive >»s;i 2uusb ^1 \ji Routing Informations JI IJOSU 
jc U i,^tTi tUii'aft oAa js i^i ju ji iJ^jjO/ 1 rifVinii AomjJb interface 

jJvT oi L^jjWT aSjj^i ^4 4l,^t'i ft ASLu^il O jjb Q ^Sl yjJj^J^nlllj J-4^ I 

1 jji-Tj aiaijji o ji AiUj! oi Routing Informations jj jjjiif jstij 

JI sumJI (jiuu jj^j 

ullS .""I*. 1 4j^b>- iUjjX. 4Jcm J jl NetworkSet 



o- 




ISO HACKING 



^Ui JU\ iiUd^JI <U*u ^ i'ii ;fS in ijiAy &wJf J UdUb mJ^JI JS <ui jajx lift 
wy£ ui^JI ^JLi jUta, Jjii' iiuUJf <u>iiJl ^ uui^j US ^JL ^ii jl ^/i§ <iL*Jl 




,j-4 ^j^SIj^jlJJI 5 J^jLu^JI jjj 2Gj12l« J**j i2L>"iUI jl_Lt^fl l£4au" 

Design : (uwai ^ a Km 4 

J& S Kin 1,1 Jj-4 (B j o in'itl ^ 4 Kin 4 Ifl'Klj % «U«*»VI ^ 4 Kin 4 »"imjl 




DNS cache poisoning ji Sjii « DNS ji ^ aj&idi ^is j& j 
DNS 

DNS Security (DNS SEC) Hashed Authenticated 
Denial of Existence 

j Jlill Jajl jJI £_ul 2lic Jjirnlnlll jjj JL1JI9 Lajl IPV6 Ji fJbsiujdl 3 

12l>.^ Jjir-ih'ilb 4_cC ft K" \ u3 ^ui dUl s\Ju q\ 

http://tools.ietf.org/html/rfc5155 



: ^Llsm jJi j (>UijiJ Configuration cjIjij^^i J* Uai- 1 jji-ij 

Uai. J± dKifitl la f Uajdl j-4 (J*jJ J iwaj j>jj-"m1,l j_4 £ SKifilt a JLA 

(>4 jSi«]i (^sUj (jiiij I4I4 if Open Port .ij >i Ji4 cibijtcifi ^ 
SMB over TCP file Sharing Port 445 jiu ^ji^ & 

Firewall jiijjiiJi jiji^i ^ itx> ^i 



49) 
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•. (5 jJu) Vulnerability 
t> *K,,n,o ^ 4 i System j»UijJi ^ (Weakness Point) nt^ auat 
,fc»tfu ^ j»Uaii) Configuration ciuulc^i ^ liai- ji Design {^uuii 



(Jji>dl J21uu j^45jl g hVm (j SJ JIjl« Jl>LJ 

^ 2u?t4 ^ >Uai-i ji jsiia ji 3a j: System j»UiiJi 

JjljlllSl llxjjJIjVI J(jt-<" jjrDl vllljjllll ^ CjIjjuJI ^4 f jJJl IJL& 

(>iu« ii^i ui oiiuSi ijOJi 5>!uJi ^Internet Explorer 
Server 2008 jjjLujUijijWindows? 
jji\f buffer overflow error " £>i c^ 3 0 5 " j** ^ 

ljJ^j pi?^ 'yj'n'n qj> j»UajJI ^^ic j»JL>"»i 4 CiU»-!Uu3 iMHoj ^ jll j**!^! ijSUj 

JjUi>.Mua)l ( _,t-<'VH JU"->.I £4 (sl^jjJI ?l llllmtl J^li) 4-4JLKJI ^7<?^J 

. (Privilege Escalation) js^iu 5 jiiJi jiiiiu.! ^ *J Sjosai 
ais^i^^Oj^^ii^^jS^iUjbeHJij Hot Fixes jijjjjj ^a^UajJi 

SiA JiL» di^JL*. ^jUlU CibtLdl JSJ ^LjJlssjJI JI JJjj UjIj I J*- fltfll (>4 jJ 

!!!!!!! dSjjiil ^4 OjdjtUl j^Jllo 0^53 BjjuJI ^ i>*^ ^1^'"^ 

UiriA I j^o^ Juii h'^ Jljj^j_ > 5Lu) otS 'il V-<?i^ JL». Vuuuiall lal^j U^daj 

5-4l jv]l Luiajl j dJL4 4 ol^'ll j (jirSLjJjJI ^ J ^3- ^4 ^4 l(j'l 1)'^ ^rjli^jqil ^Ul4 

JI^IJ^jLj^il aJU- ^IIS Ji Ji-4 J^^il CiUjlssJI j'AnWM Js.~<\" AW 

j4m\ |>«j|«# >«j a jZSi 1 j^s j»^is lu j (j^Sj^oUi ajia. j* Apache 
nttp : //nva.nist.gov/ 

http://www.securityfocus.com/vulnerabilities 



NetworkSet 



: (Threat) juj^ui 

,M«tu-. ji jj^.iti^. Attacker jijsus ,^101 jjui\ j^i^iajjisui ^ 
Exploit ji j» 1 jULuJi wujisj $\ $ 



SJ^.VI J}l jJLa»l j CjIjjijJI J*>K"i ml Uj ^,; u -"■ iiuctojj -.lab Suj'^a jj£| j 

jjjjl^ ijjJLSsJI dljJlaJI J^K" lilt iajjja 1 ^ H?" £31^3 lL!Lu& 3 LiJ ClljijjuJI j 

Zero Day Exploit i^ir jjiiaj SjL; 
Exploit ji jjS) ajUSj o^j^ 1 

. I.jfijjia J£. 3'>-L>Vl ^J*.'^ j 0 jJull 0 jufe J ^liiuil ijajjia] 



jl l-isu JaUaj jjjI »i!b$a LJ jjj5T-i.iu,3l (sJLc ^ itabjl t-ibslbu^ll (j^uu I 'm 0 0' 
(Bfl'if jjli. V (jjjj^jintl (sJLc i'ln_mir-i"i ^ S jjil jjj j j£j 
C0nfidentialityCjU3JL.il 

Data Integrity ciU^LsUi 2u^- 



cdbc ui use 

|JL» S Ja!>L> 3U>V. CJLuS Lblj Uj uolieJl jS-uuJI 3 4S_uuJI pjv" Jbc 

nan.! ji ^jjtii ^ Performance ji j Security ji ^ ^jUj j 

lUJ j ijic JtiLsj j>b!l cbl Jiu jjjjjS.yu.ILi j»UjAifl JLuti aS^lc 
ciaj A»L1 l^jV 'ij bm* j^L CiULu Jaj jj» jjSi CjJaj jj-Li 5j a m « CiULu Jjaj 

JSuuJ si Si I (jlc (JII^T *M C$ jjl ^ jihni'ill —La j y » Ani'lU rtllnf ^ 

Jlj _^jla jj» j_iSl -59*9 jl JL>lj Jljjjla -3j»j ij^ ^JjjjJJI cbl ' -<1 bajl 
S j& £ jjiaJ JLUI JSuiJI j sbVI «U. juu 3 jj jjSlmJl jJ-l La jbl>.VI /"^j -JLI jj 

LUI cj-i — J^c 3jnjS 3 sUSLujil 
— ijjaJLi JA -lL'lIi ^a au»Vili 5 £b>j (j" 0' Ji^-*- C>^' iJt 1 ^ 



Ease Of Use ji ji Security ji^i Functionality 
Functionality ji ^ Security ji _i pUOA^i uj*; i ju 3 

Jiiii 



Ease Of 
o^tjk. Functio 



Tlie number of exploits is minimized when the number of weaknesses is reduced = 
greater security 



Takes more effort to conduct the same task = > reduced functionality' 



Functionality 




Moving the ball towards 
security means moving away 
from tlie functionality and ease 
of use 



£1 jSi j»l ? I jU j (s^jji (jj> lj ^JaJLj aua-.li dLj^Aj LiLuL>.l Cxjl£ I iU o^ 1 
)!!!!!!! 2l*j^u^.jLiI* VI ji (<UjijJ& " n ' '"■^"'■ u w ' a 'fl'^" 

? jUiej ^jjLu/I i_5t jjJlc 3 $ JGsii i^jl —cm I jLa I jl 
i'j ^ubo^l jSJ 3 jUAuull JLlc jytSJl jou ^jjl dl^.r.ll ^^JSi Sjui 

jjWI JI ijtiLa ,jj> UjI j ' >i'"^- _jA —uajVl Jjv Via J^ssJl tjJ j>iSJl JI 
j^tjifh JIjl« cbVI jl ^jjjjS-m/Jl jju (*&l Lafejl $ 01M j CjLiUjJI ^ jj : ^jVI 
Lat-da a sljVl A£jj4 j»l ujjjSLuuJb (""(}.' JA i^dLS jiaj ^1 JjL> 

dil jj rtjUll djLi j Ijl* ^ ■ ''I '.'H Sj3»^1I CiULijJI j^Slflj 

p _"1 ■ Ja»J LwJi ^Jjj-iJl JL>I ^ j£ jl^ j^JLseil JLsjl JI ^jjj^S-uuJl SjLjj |«_u 

v 5 jji^> aSjoi (jjj jSJj 7 Different Layer of Security 

Functionality jiji jLui-vi j ajjSii 
Case by Caseo^Sj^joi^n La ji»i j» v aii j ^» gram's 

sLu/LuVI ^jjjjT /'nil J^l^£, j d n iflit LusJlslj 3 Jjliujjij sLnbslI SjiA jjjS I'mK" 
SjabsJl ^^jJajjl. ^j^S-uuJl Jl JjjiaJI CjLiL> ^jb w wJ VijjfiW ,j jSj — L! -U 

.dill sLi ji 4^»jLi3I 



Authenticity 
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ji IP Sec 



(QoirnlfStalfMnlftili 



j^' J' '/j- 1 - j-'a 171 '' 1 j: Certificates ji j»ijbeiu.i 

{>|jbelu<l c-iu".,.i ^ fciiai j-UI — iaijj o 1 ^, tu " J'" 1 -" « CJLui jl Lui> ^ ^La 

cjULu ji 20j9*3 j dLai j_iJi jbu ^1 Wire shark jabeUi g-»i jj jl>.i 

CjULijJI SaA Ls (3 <j h j jl Jmlmlll ^t— "-"j CjULuJI JLisuJ, idjI^Ja ijSiUj 

ijLaVI J^l^c ^jj> jbjji J^l jS QjSlj 1 'Hi ! ij ajbla i^l jj j j Ja^u/ 5 

^ULtJi 2uM^ Data Integrity 

Uj l_ucMUI j julUI iy» IrjljU^j UJI J^us^Jl i_jULj_JI j^JLiC ^Ua^bell ^yi^ 
JjAus dJLt Jl J_l^-"'ll VL~L4 — 1 jjiaJj 3 — U j Jaxj JLJj^j $\ OjI ijic J^aseil J^J 
j^.v.ll I 0' 2hSj^!l j " • ' njS IT Jl Jbu Jasu J ^osell CiI£jjii o' ur^ 
«M«JLi sU^bsJI jul^nll >-jLiLu ,^3 i_ucMUL! f^iaj j^J 
Finger ^lt i_,i;a uil jj<ajl ^ ^y- — - pUaj CJLlA 4S jjiJl ^ d]jLijz Mjj jl 

^ CjLibjJl SjLcta ^ Ijl>i wix.*iLu jl j t-^j CiLiLu ajLclia ^ Print 
10 

jiiii J^^SlOOO Ji 
Data Integrity ji ciULijJi 2uUu< ^ ^ u o%] ,rjjbj 20iL»yi o js 

sU k_l£^Uj djl jr^J Ju9 ulijj-uVI ^wJ ^-dl jtJI JL>I J^AJ jl JLJjJ ^JL« jl 

jj^ji jot Liu»-i ^JlI jD 5-»Li jji Trojan i jj 1 ^"" jl».i 

Hash Jl Jb ^omj L» i£>S g-^'jJ 

^jai«Hash 

. sua jjbu Jaju j»ta j pLi jJl 1 jji ^ jj dJLiui jl ibu 1 jAla 





Cisco Systems 




"ram" 



Flash memory 



T yp e 



MAX Transfer Rate 



Encryption Algorithm 



Supplied OS 



Digital Signaling Protocol 



DCP 



Protocol Remot 



Interfaces 



128 MB(installed)/384 MB(MAX)-SDRAM 



32 MB(installed)/128 MB (MAX) 



DSL modem 



24 MBps 



DES , Triple DES , AES 



CISCO IOS 



ADSL , ADSL2 , ADSL2+ 



Ethernet , Fast Ethernet 



SNMP 



2 x network -Ethernet lOBase - T/lOOBase 
-TX - R.I-45 

1 x management - console - RJ - 45 
Serial - auxiliary - RJ-45 
1 x modem ADSL 



MAX Temp 40 C , MIN Temp 0 C , VPN Support , support IP Sec , 




Routerl841-ADSL 



RAM 


64MB 


Flash memory 


32 MB 


Ramer Table of MAC Addr 


8 K entries 


Authentication method 


RADIUS , TACACS+ , Secure SHELL v.2 


Interfaces 


48 x network - Ethernet - RG 45 


Connection Type 


Hulf-duplex , Full-duplex 


Data Rate 


1 Gbps 


DCP 


Ethernet , Fast Ethernet , Gigabit Ethernet 


Protocol Remote 


SNMP1 , RMON , Telnet , SNMP3 , SNMP2c 


Number of Ports 


48 x Ethernet lOBase -T , Ethernet 100Base - 
TX , Ethernet lOOOBase -T 


MAX TEmp 40 c , MIN Temp 0 c , DHCP Support , VLAN Support , 
IGMP snooping , auto MDI/MDI-X , DHCP snooping 



SWITCH WS-C2960G 



RAM 


128 MB (installed) / 483 MB (max) 


Flash memory 


64 MB (installed) / 128 MB (max) 


Protocol Remote 


SNMP 3 


Type 


DSU/CSU 


Interfaces 


2 x network - Ethernet 1 OBase-T/ 
1 OOBase-TX - RJ-45 
1 x USB 

1 x network - auxiliary 

1 x management - console 


Encryption 


DES, Triple DES, AES 


Supplied OS 


Cisco IOS 


OS Required 


Microsoft Windows 98 
Second Edition 


DCP 


Ethernet, Fast Ethernet 


MPLS support , min temp O °C , max temp 40 °C, 
Humidity 1 0 - 85% 




Router 2801 



bi Juniper 

ES NETWORKS I 



® 



Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



Junos Software Version Support: Junos Software 9.1 
Firewall Performance (Large Packets): 750 Mbps 
Firewall Performance (IMIX): 500 Mbps 
Firewall and Routing PPS (64 Byte): 200,000 pps 
3DES and SHA-1 VPN Performance: 160 Mbps 
Concurrent VPN Tunnels: 
512 MB/ 1 GB DRAM 256/512 
Maximum Concurrent Sessions: 
512 MB/ 1 GB DRAM 64 K/ 128 K 
New Sessions/Second: 5,000 
Maximum Security Policies: 2048 (1 GB DRAM) 



* Fixed I/O: 4 x 10/100/1000 

* Maximum PIM Slots: 5 

* Maximum EPIM Slots: 0 

Router J2350 



* BGP, OSPF, RIP, Static, ECMP: Yes 

* Multicast, PIM SM, SSM,IGMP: Yes 

* Maximum Number of Security Zones: 
50 

* Maximum Number of VLANs: 256 

* PPP, FR, MLPP, MLFR, HDLC: Yes 



J'«»i|»" J2350 



trndfctp 

CX3 lr t t t ii ^^cs 





b ■mm * 








. [ii' Sr.. • I 



I 



Switch SSG-550M 



i^ScreenOS version tested * Max Concurrent Sessions * Fixed I/O 

ScreenOS 6.2 256,000 4x10/100/1000 

i=Firewall Perf (Large Packets) * New Sessions/Second * Mini-Physical Interface Module Expansion Slots 

1+Gbps 15,000 0 

^Firewall Performance (IMIX) * Max Security Policies * Physical Interface Module Expansion Slots 
1 Gbps 4,000 2 

:<Firewall Packets Per Second * Max Security Zones * Enhanced PIM (EPIM) Expansion Slots :4 

600,000 PPS 60 
*3DES+SHA- 1 VPN Perf * Max Virtual Routers 

600 Mbps 16 
^Concurrent VPN Tunnels * Max Virtual LANs 

1,000 150 




• (Sil iz. • y * """"*'" 'W • 1 
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Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



) 



* Junos Software Version Support: Junos 
Software 9.1 

* Firewall Performance (Large Packets): 600 
Mbps 

* Firewall Performance (IMIX): 400M 
Firewall and Routing PPS (64 Byte): 175, 

000 pps 

3DES and SHA-1 VPN Performance: 140 
Mbps 

Concurrent VPN Tunnels: 512 MB / 1 GB 
DRAM 256/512 

Maximum Concurrent Sessions: 512 MB / 1 
GB DRAM 64K/128K 

New Sessions/Second: 5,000 



Fixed I/O: 4 x 10/100/1000 
Maximum PIM Slots: 3 
Maximum EPIM Slots: 0 

Router J2320 



* BGP, OSPF, RIP, Static, ECMP: Yes 

* Multicast, PIM SM, SSMJGMP: Yes 

* Maximum Number of Security Zones: 40 

* Maximum Number of Virtual Routers: Yes 

* Maximum Number of VLANs: 256 



M J ,Un|per j 2 32o H 










r T T T 1 








■■■■ 
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Data Rate 

* 480 Gbps 
Throughput 

* 357 Mpps (wire speed) 
10/1 00/1 000BASE-T Port 
Densities 

24 (dual-mode 1/10GbE 
network ports) 

10GBASE-X Port Densities 

24 

100BASE-FX / 1000BASE- 
X (SFP) Port Densities 



Resiliency 

Dual load-sharing internal autosensing AC 
power supplies 
Power Options 

Autosensing; 110/220 VAC; 60/50 Hz 
Operating System 
JUNOS 

QoS Queues / Port 

8 

Traffic Monitoring 

N/A 



MAC Addresses 

16,000 

Jumbo Frames 

9216 Bytes 

IPv4 Unicast / Multicast Routes 

N/A 

Number of VLANs 

1,024 

Switch EX2500 




REPEATERS 

jjijS ji* 5 jjiS ciUiaitL«t aJj Digital j Analog Physical Layer ^ a^j^dij OSI Layer ji ciULiia ^ 

(^jji jji ciis^i, ji ^Lbyu jjjiiJi JjIjS j Copper-wire 

j^k. aj^.^ 5j4>-i Sjlc iajj tGiulajj OSI Layer JI CjUeula jj> Jj2fl aa^uti ^jx. Jjuuj CiISLluJL jl^ Liajl : HUBS 

twisted 

Passive Hubs,Active Hubs, Intelleents Hubs : aiii**^^^^ 4)j pair and coaxial cable 



O 



Data Link Bridge 
Remote j Local Btidge <j Mac Adress 

Bridge 

SWITCH 

0^ ^iULliJi j2u 2uJi 34 ><-5eJi jjx. d^jtajUj Bridge ji 2L<uia,j (jj^iijj Multilayer Switch ^ajj ciiiuia 

g Application Specific Intergrated Circuits juiau ^ (jiaj^Ji ui jmji ^ SoftwareJi jk. jui^ j3>^i 

MultiPort Bridge uiaj^Ji us jzlji 

ROUTER 

j^j <Lu» jSJu ijlv 5 jjiS ^ Aijiiaj ui wan ciis^iJij Lan ^luj^ji ciisLuiJi Network Layer stiiiidi 2CLiia]i 

JI i5>>l CjI jJ^ j ^4 iUJj ^,111 CjU^IsII aSjLoaj f^jaj US ^j**- 3^ ^ j-^i 'g 1 -^*.'.' CilSLu^l 

. ^yiLci caiTt iU Jlc ojUIc! '.'."".* ^-^^'i ^^Ij^uJi j-j soiaji jlu jji jjjii Broadcast 

o 




- J diSjiiJb 2l^,l> aisw j 4 t NetworkSet 



o- 



. i^j^jbtji j^i^j^jju^ jia^j magazine@networkset.net subai jujj j^^isl^ 

? OSPFJI ^ss Process-idJI ^uo^>\ Lo : JI^j 

local j>l ,^^3 0J03J >i3>JI i_sv u^L> 3^3 ol^jJI s^Uj ,3l2ij\J OSPFJI ^ Procsee IDJI ol ol s*<<y Jls^JI Iaa ^jJLc iobrMJ 
dJJLoj _p3_>JI oLS JL> v_sv9 jL^aJ 1^3 iftksta Process idJI 0IS5J oUjcxsj >_93^ U_j\JI ^ju^^ ol,^., ol ls! to the router only 
gylj-lls _p»\JI t>c v-aliitx> i^jjI L^juo qJLxc JS clhr-\) btli UJ i3j>\JI <^J>a^o <uJLx£ JS 05IJ ol ju>i3 ^juJu ^jlc multiple OSPF 

65535 

Router OSPF 3 ^1 JSL^JI ^ic v^jSj >o\% 
ol^jJI .jvJU; J03JO G3SL) ol s*<tj JLuiProcess idJI o\J EIGRP ^ uJUsno >xAII \siA>$ 

S fl^Xfj. >3>aJI 3^Lo3 local port and remote port^Lo :Jl3_^ 
^3^ Loi cLd+kJI ols> />Lc J5LAiu3 dLl3> jlsj ^s^jj Transport Layer a&j\ jJI qjukll ^ 103^-3 OSI LayerJJ dh_^lj^ a^c : vly> 

lSjJI ^9...hvll OjX3j ,_sJI gpr_>j jLi>\JI ^ibji33 i3>i»l uL)lb3 ,_sJ| 4sLb\Jb UDP 3 1 TCP /)Jc*ijujuoJI J^^^l £3; -VjJc*v >03flJ Lpjl Lj^c 
JL^2j\JJ dljucC 033>3joJI <=Ujl3^a5ill oUj3jJI Jol fiSjiLuxi Ouls S9I30JI Jo-I go.n/i Ol Ju^HTTP Jl ^JaJ Cj^S lilS "ljOjL>jLjk*ju 
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.. gJI http,ftp,dns,dhcp Jix> ^...ao olojcJ js<s^o oj3j1023 J3I65536 3^ obj3JI :>jlc ol i3$jslo I0S38O 0J3JI g-o 

vl>jjJj\JI cLoLv.-a--;_..ul t-jJUbij gjolijj lSI 3I oljJSLi_viiLoJI Jio guol_>jJI l^isiJ />Jdt*jjjy ,jjO LjJuo>9 yolaJI /)I_V>_<-m.i\U j-iisii ob_)3JI 

Jl 3j3> Remote PortJI Loj^jUDP 3ITCPJI ^sv ^bJI j-x^JI ^ ijuUS >mj ^slll Source Port 3j3> local Port ol ^ ^bL......... o^SLaJI IU 

Destination Port 

l ^Uj3jjuJI JjuOJ 3£>3l025 O^rJS l-Sol^-iiLC Oj3J /jjjTCPJI t_SV ^liJI J-Xj-gJI v„Sv9 g,.<Q'i CijlS q.i-.-?.Q =La^^> <-jJLk> Oijl 3I Oj_)jj\JI glP.iOV i LoJUtS29 

v_sv9HTTPJI u^bJI l _g r! JaJI 03S 33a; v-x^juJ^ Destination PortJI 3I 03 J oj > II 3^ 035LJ8O 0J3JI Loj^o JIS3J 3I 

tjJI j lol I <j3-mj i ■ I loll J.^j L0JULC3 clJI J.iO) i3jJI dLsljjJI £,1^1 ijJLc g.o.-..i.L..)380 Oj3jJI i_5JLc £3iajo O35L; g^/jJI sS3^«j >_sJI jS_>j_ajjJI 
JI53JLII g^aj Ob i^j <J3juj 6>xJI \lS> yjZJ cULujjl Jua/3 cU>Ijli v^blaoJI g^0J3 v .lhll Jl>L9HTTP ctoAiJ jo±\S y.lloll I A£) Ol tAjaU5uJ _j_Vj_pJI 

80 O35L) lj3_oJ Oj3J O30JJI UxijJ i_S\jI3juJLC /xSj Oj3J 

obl-xcAJI Sr s^Lxx9 DSL />is-o J\L> ,>o >J3>ll §jo ojjju^il J-03J />39l «taj>t3 ol Jujl3l841. 35-..i.i..-.a) JijjJI l_svS i-Saic bl: qiSLuLuo 

£3^53^1 IJl^j /ibjiJLJ ^jojMJI 

^syjiJI c^ip route 0.0.0.0 0.0.0.0 192.168.1.1 >o\JI JiL> ^ c^iJJ default route ^> ^jJLc cu ^3^ ol ,iL.br-Lo JS :,_M 
^3>3joJI -\.g.i.o,Jb L>aL> bzJa v^^ip default-gateway 172.16.1.1 ^sJbJI jx>\i\ <*jb£j ^^3^1 ^1 clsjI Lsoajg />±£oJ\ v_syjl 035L; 

( ^IjlcMJ JjIs JjlLC l jjajj3j k *JI olS JL> i_sv9 LgJLojn />3iij cLubJI OjJaiJI) o^ J 5 JJ JI &° J .(OV ft H3 jJ^jil >_sJ-C 

By Default jj$jJ\ ,^JLc qlgg.o PAT Jl <waJ o^xa-o cdo^VLo 




NetworkSet 



